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Vulnerability Assessment Form

Unit:  __________________________________  

Factor 1:  Management Attitude and General Control Environment
Considerations:

Of key concern is management’s recognition of the importance of, and commitment to, the establishment and maintenance of a strong system of internal control as communicated to employees through actions and words. 

Please circle the appropriate response (number) for each statement below:

1 Strongly Agree     2 Agree     3 Uncertain     4 Disagree     5 Strongly Disagree     6 Not Applicable

Assessment Criteria

	1.  All managers within this unit establish high expectations for honesty, integrity, and ethical behavior in the operations of the office or department.
	1
	2
	3
	4
	5
	6

	2.  Unit management has the responsibility and necessary authority to develop, maintain, and evaluate the unit’s internal control system, including applicable policies and procedures.
	1
	2
	3
	4
	5
	6

	3.  Unit management regularly reviews and tests the unit’s policies and procedures to ensure that they are working as intended.
	1
	2
	3
	4
	5
	6

	4.  The unit has regular staff meetings involving all levels of employees.
	1
	2
	3
	4
	5
	6

	5.  All managers within the unit seek and receive feedback from each other as well as other employees regarding the operations of the unit.
	1
	2
	3
	4
	5
	6

	6.  Once identified, any instances of policy or procedure violations or other potential internal control weaknesses are resolved in a timely manner.
	1
	2
	3
	4
	5
	6


	Totals for columns 1-5 (to be done by Internal Control Team)
	
	
	
	
	

	Sum of totals of columns 1-5 to be done by Internal Control Team)
	


Preparer comments:

Vulnerability Assessment Form
Unit:  __________________________________ 

Factor 2:  Purpose and Characteristics of the Unit

Considerations:

The purpose of the unit’s activity should be considered, noting any aspects that make the unit’s activity susceptible to waste, fraud or abuse. Risks inherent in the unit’s operations should be considered, as well as whether appropriate controls are in place to mitigate those risks.
Please circle the appropriate response (number) for each statement below:

1 Strongly Agree     2 Agree     3 Uncertain     4 Disagree     5 Strongly Disagree     6 Not Applicable

Assessment Criteria

	1.  The unit has a clear and concise mission statement, goals and 

 objectives.
	1
	2
	3
	4
	5
	6

	2.  There is normally sufficient time to satisfactorily accomplish the unit’s 

activity without taking shortcuts to meet severe time constraints.
	1
	2
	3
	4
	5
	6

	3.  The unit does NOT collect, use or store personal identifiable information.
	1
	2
	3
	4
	5
	6

	4.  None of the unit’s functions involve the handling of cash receipts or collections of cash, negotiable instruments, or credit card payments.
	1
	2
	3
	4
	5
	6

	5.  No petty cash account is maintained in the unit.
	1
	2
	3
	4
	5
	6

	6.  None of the unit’s functions involve cash disbursements.
	1
	2
	3
	4
	5
	6

	7.  This unit is NOT involved in the approval of applications, assignment of grades, or awarding of credit. 
	1
	2
	3
	4
	5
	6

	8.  This unit is NOT involved in the production of transcripts, diplomas and/or certifications.
	1
	2
	3
	4
	5
	6

	9.  This unit is NOT involved in the assessment of and/or crediting or debiting of tuition or other charges.
	1
	2
	3
	4
	5
	6


	Totals for columns 1-5 (to be done by Internal Control Team)
	
	
	
	
	

	Sum of totals of columns 1-5 to be done by Internal Control Team)
	


Preparer comments:

Vulnerability Assessment Form

Unit:  __________________________________ 

Factor 3:  Organizational Structure
Considerations:

The organizational structure should be such that there are clearly defined units to perform the necessary functions and that appropriate reporting relationships have been established. 

Please circle the appropriate response (number) for each statement below:

1 Strongly Agree     2 Agree     3 Uncertain     4 Disagree     5 Strongly Disagree     6 Not Applicable

Assessment Criteria

	1.  This unit’s organizational chart is current and accurate, and clearly defines all reporting relationships within the unit.
	1
	2
	3
	4
	5
	6

	2.  The organization structure provides adequate supervision of all key functions and duties.
	1
	2
	3
	4
	5
	6

	3.  Responsibilities of this unit are clearly defined so as to avoid 

duplication, overlap, or conflicts both within the unit as well as with other units.
	1
	2
	3
	4
	5
	6

	4.  Sufficient flexibility exists in the unit’s structure to deal with changing 

circumstances.
	1
	2
	3
	4
	5
	6

	5.  A succession plan is in place for the unit.
	1
	2
	3
	4
	5
	6

	6. The unit has a business continuity and/or disaster recovery plan in place to help ensure that its operations may continue uninterrupted. 
	1
	2
	3
	4
	5
	6

	7.  Unit management has the decision making authority necessary 

to operate effectively and efficiently.
	1
	2
	3
	4
	5
	6


	Totals for columns 1-5 (to be done by Internal Control Team)
	
	
	
	
	

	Sum of totals of columns 1-5 to be done by Internal Control Team)
	


Preparer comments:

Vulnerability Assessment Form

Unit:  __________________________________ 

Factor 4:  Policies and Procedures

Considerations:

Documented procedures communicate and guide the work of the unit and provide a basis for most internal control reviews and follow-up evaluations. The basic consideration is whether there are written procedures for employees to follow within the general rules, and how much discretion is allowed.  Usually, the more discretion allowed, the more potential for abuse. 

Please circle the appropriate response (number) for each statement below:

1 Strongly Agree     2 Agree     3 Uncertain     4 Disagree     5 Strongly Disagree     6 Not Applicable

Assessment Criteria

	1.  Operating procedures and standards for this unit are documented in writing and are readily available for examination.
	1
	2
	3
	4
	5
	6

	2.  The unit’s policies and procedures are consistent with statutory and regulatory authority and SUNY guidelines.
	1
	2
	3
	4
	5
	6

	3.  The unit’s policies and procedures are reviewed regularly and revised as necessary.
	1
	2
	3
	4
	5
	6

	4.  All employees are familiar with the policies and procedures of the unit as well as the expectation that they will adhere to those policies and procedures.
	1
	2
	3
	4
	5
	6

	5.  The documented procedures for the unit provide sufficient detail for all functions and processes to allow operations to continue uninterrupted if key employees leave or are absent for an extended time.
	1
	2
	3
	4
	5
	6

	6.  Employees feel free to report inefficiencies and/or make suggestions for improvement to the policies and procedures.
	1
	2
	3
	4
	5
	6


	Totals for columns 1-5 (to be done by Internal Control Team)
	
	
	
	
	

	Sum of totals of columns 1-5 to be done by Internal Control Team)
	


Preparer comments:

Vulnerability Assessment Form

Unit:  __________________________________ 

Factor 5:  Personnel
Considerations:

One of the most important factors in the successful operation of a system of internal controls is personnel.  Operating personnel must be qualified and properly trained for the functions they perform in order for controls to operate in the manner intended. 

Please circle the appropriate response (number) for each statement below:

1 Strongly Agree     2 Agree     3 Uncertain     4 Disagree     5 Strongly Disagree     6 Not Applicable

Assessment Criteria

	1.  Recruitment and hiring practices follow all University guidelines and are handled in a manner intended to ensure that the most qualified persons are hired.
	1
	2
	3
	4
	5
	6

	2.  Accurate and up-to-date position descriptions are available for all unit personnel.
	1
	2
	3
	4
	5
	6

	3.  Sufficient training opportunities are available to improve competency and update employees on new policies and procedures.
	1
	2
	3
	4
	5
	6

	4.  Managers and employees are cross-trained to provide coverage for all key duties during times of heavy workload or low staffing levels.
	1
	2
	3
	4
	5
	6

	5.  The unit’s management periodically reviews employees’ performance and provides counseling as necessary.
	1
	2
	3
	4
	5
	6

	6.  Employees and managers are held accountable for satisfactory

completion of performance expectations.
	1
	2
	3
	4
	5
	6

	7.  This unit has a low turnover rate.
	1
	2
	3
	4
	5
	6

	8.  This unit has adequate staffing to satisfactorily complete its functions and achieve its goals.
	1
	2
	3
	4
	5
	6


	Totals for columns 1-5 (to be done by Internal Control Team)
	
	
	
	
	

	Sum of totals of columns 1-5 to be done by Internal Control Team)
	


Preparer comments:

Vulnerability Assessment Form

Unit:  __________________________________ 

Factor 6:  Delegation of Authority
Considerations:

Appropriate delegation or limitation of authority should exist to provide assurance that responsibilities are effectively discharged. 

Please circle the appropriate response (number) for each statement below:

1 Strongly Agree     2 Agree     3 Uncertain     4 Disagree     5 Strongly Disagree     6 Not Applicable

Assessment Criteria

	1.  Employees in the unit understand the limits of their authority.
	1
	2
	3
	4
	5
	6

	2.  Employees understand the goals and objectives of the unit and their individual responsibilities in helping to achieve those goals.
	1
	2
	3
	4
	5
	6

	3.  The delegation of authority grants employees sufficient authority to      

carry out their responsibilities.                                            
	1
	2
	3
	4
	5
	6

	4.  Transactions and other significant functions within the unit are authorized and executed only by persons acting within the scope of their authority.
	1
	2
	3
	4
	5
	6


	Totals for columns 1-5 (to be done by Internal Control Team)
	
	
	
	
	

	Sum of totals of columns 1-5 to be done by Internal Control Team)
	


Preparer comments:

Vulnerability Assessment Form

Unit:  __________________________________  

Factor 7:  Organizational Checks and Balances
Considerations:

Checks and balances are used so that authority for certain functions is diffused to minimize the potential for waste, fraud, abuse or mismanagement. 

Please circle the appropriate response (number) for each statement below:

1 Strongly Agree     2 Agree     3 Uncertain     4 Disagree     5 Strongly Disagree     6 Not Applicable

Assessment Criteria

	1.  Checks and balances are in place for this unit, and are appropriate and  adequate to protect resources from manipulation.
	1
	2
	3
	4
	5
	6

	2.  Key duties and responsibilities in authorizing, processing, recording

and reviewing transactions are separated among individuals.
	1
	2
	3
	4
	5
	6

	3. Transactions involving significant assets require multiple levels of authorization.
	1
	2
	3
	4
	5
	6

	4.  Checks and balances within the unit are evaluated regularly and necessary corrections are made in a timely manner.
	1
	2
	3
	4
	5
	6


	Totals for columns 1-5 (to be done by Internal Control Team)
	
	
	
	
	

	Sum of totals of columns 1-5 to be done by Internal Control Team)
	


Preparer comments:

Vulnerability Assessment Form

Unit:  __________________________________ 

Factor 8:  Budget and Reporting Practices

Considerations:

The establishment of budgetary and organization goals provide employees with benchmarks by which they can ensure accomplishments, and also set individual goals for personal accomplishment.  When such goals are not established, reviewed periodically, updated and disseminated to employees, organizational success is less likely.   Moreover, activities with large budgets are susceptible to greater amounts of waste, loss, unauthorized use, or misappropriation than activities with smaller budgets.

Please circle the appropriate response (number) for each statement below:

1 Strongly Agree     2 Agree     3 Uncertain     4 Disagree     5 Strongly Disagree     6 Not Applicable

Assessment Criteria

	1.  The unit’s internal budgeting system is integrated with its planning process.
	1
	2
	3
	4
	5
	6

	2.  Unit plans and budgets are effectively communicated to key personnel within the unit.
	1
	2
	3
	4
	5
	6

	3.  Unit progress or performance reports show comparisons with planned 

performance, budget allowances, and/or past performance.
	1
	2
	3
	4
	5
	6

	4.  Reports are used as effective management tools and any problem areas are corrected promptly.
	1
	2
	3
	4
	5
	6


	Totals for columns 1-5 (to be done by Internal Control Team)
	
	
	
	
	

	Sum of totals of columns 1-5 to be done by Internal Control Team)
	


Preparer comments:

Vulnerability Assessment Form

Unit:  __________________________________ 

Factor 9:  Procurement and Property Control

Considerations:  

Controls must be in place to minimize the potential for waste, loss or misappropriation of assets.  State and SUNY procedures must be followed in all procurement activity to ensure that all purchases are appropriate, and all capital items must be properly recorded and safeguarded.

Please circle the appropriate response (number) for each statement below:

1 Strongly Agree     2 Agree     3 Uncertain     4 Disagree     5 Strongly Disagree     6 Not Applicable

Assessment Criteria

	1.  Key personnel are aware of and adhere to the current purchasing guidelines including the competitive bid or quote process.
	1
	2
	3
	4
	5
	6

	2.  Only key personnel who have completed the appropriate training have access to a procurement card.
	1
	2
	3
	4
	5
	6

	3.   Key personnel are aware of and adhere to the current property control guidelines (available from the Office of Equipment Management), including off-campus use of assets. 
	1
	2
	3
	4
	5
	6

	4.  Procedures are in place to verify the existence and location of all items on the unit’s equipment inventory.
	1
	2
	3
	4
	5
	6

	5.  This unit is NOT responsible for a significant complement of valuable property, supplies, equipment, or other resources that require safeguarding.
	1
	2
	3
	4
	5
	6


	Totals for columns 1-5 (to be done by Internal Control Team)
	
	
	
	
	

	Sum of totals of columns 1-5 to be done by Internal Control Team)
	


Preparer comments:

Vulnerability Assessment Form

Unit:  __________________________________ 

Factor 10:  Information Technology and Security
Considerations:

University business, academic, and research activities are highly dependent on information technology.  The utility and value of information is directly related to its availability, integrity, and confidentiality.  There must be an awareness of the potential risks to all three factors and the need for appropriate controls.

Please circle the appropriate response (number) for each statement below:

1 Strongly Agree     2 Agree     3 Uncertain     4 Disagree     5 Strongly Disagree     6 Not Applicable

Assessment Criteria

	1.  The unit’s computer systems are in compliance with applicable University configuration standards which seek to promote useability, manageability and  security.
	1
	2
	3
	4
	5
	6

	2. The unit's use of licensed software is in compliance will all applicable license agreements.
	1
	2
	3
	4
	5
	6

	3. Information Technology services provided by 3rd parties are supplied in the context of a formal contract or agreement with the provider that has been reviewed and approved by Institutional Services.
	1
	2
	3
	4
	5
	6

	4. Access controls are in place to ensure that only authorized employees can enter, view, modify, or use institutional information.
	1
	2
	3
	4
	5
	6

	5. These access controls are periodically reviewed and adjusted to ensure that the level of access, particularly to regulated information, is appropriate for the employee’s current position and responsibilities (i.e., principle of least privilege)
	1
	2
	3
	4
	5
	6

	6. The unit keeps an inventory of each collection of regulated data maintained by it (e.g., grades, names and social security numbers, personal health records).
	1
	2
	3
	4
	5
	6

	7. The unit has adequate controls in place to assure compliance with all requirements governing the use of regulated data.
	1
	2
	3
	4
	5
	6

	8. All employees understand and adhere to controls designed to ensure compliance with any applicable regulations governing data handled by the unit (e.g. FERPA for student data).
	1
	2
	3
	4
	5
	6

	10. Unit personnel understand and adhere to basic information security controls such as maintaining the confidentiality of passwords, using password protected screen savers, storing sensitive documents and records on secure shares, and maintaining the physical security of the workspace.
	1
	2
	3
	4
	5
	6

	9. Controls are in place to ensure that critical electronic data is backed up regularly.
	1
	2
	3
	4
	5
	6

	11. The unit has assigned responsibility to an employee for compliance with the University's media sanitization requirements.
	1
	2
	3
	4
	5
	6


	Totals for columns 1-5 (to be done by Internal Control Team)
	
	
	
	
	

	Sum of totals of columns 1-5 to be done by Internal Control Team)
	


Preparer comments:

Vulnerability Assessment Form

Unit:  __________________________________  

Factor 11:  Potential for Conflicts of Interest
Considerations:

The potential for conflicts of interest on the part of University administrators or employees within this unit must be carefully monitored, or the public may lose faith in the fair and impartial administration of the activity. 

Please circle the appropriate response (number) for each statement below:

1 Strongly Agree     2 Agree     3 Uncertain     4 Disagree     5 Strongly Disagree     6 Not Applicable

Assessment Criteria

	1.  There is little potential for unit or senior management to experience pressures from external groups or individuals that intend to sway decisions regarding the unit and its operations.     
	1
	2
	3
	4
	5
	6

	2.  The unit does NOT have significant interaction with the public or external entities.
	1
	2
	3
	4
	5
	6

	3.  Few members of the public are directly affected by changes in the unit or its operations.
	1
	2
	3
	4
	5
	6

	4.  Management and key personnel within the unit avoid actual or apparent conflicts of interest and operate in a manner which will not reflect adversely on the credibility, objectivity or fairness of the University. 
	1
	2
	3
	4
	5
	6


	Totals for columns 1-5 (to be done by Internal Control Team)
	
	
	
	
	

	Sum of totals of columns 1-5 to be done by Internal Control Team)
	


Preparer comments:

Vulnerability Assessment Form

Unit:  __________________________________  

Factor 12:  Age and Life Expectancy of the Unit
Considerations:

Units that are new (in existence for less than two years), changing (undergoing substantial modifications or reorganization), or phasing out (to be eliminated within two years) should be considered more susceptible to waste, loss, unauthorized use, or misappropriation than stable units. 

Please circle the appropriate response (number) for each statement below:

1 Strongly Agree     2 Agree     3 Uncertain     4 Disagree     5 Strongly Disagree     6 Not Applicable

Assessment Criteria

	1.  This unit has NOT undergone reorganization or significant functional 

change in the last two years.
	1
	2
	3
	4
	5
	6

	2.  The unit is NOT expected to experience significant functional change or reorganization, nor to decline or phase-out within the next two years.
	1
	2
	3
	4
	5
	6

	3.  This unit has been in existence for more than two years.
	1
	2
	3
	4
	5
	6

	4.  This unit is considered a permanent function of the University.
	1
	2
	3
	4
	5
	6


	Totals for columns 1-5 (to be done by Internal Control Team)
	
	
	
	
	

	Sum of totals of columns 1-5 to be done by Internal Control Team)
	


Preparer comments:

Vulnerability Assessment Form

Unit:  __________________________________  

Vulnerability or Risk Rating Calculation (to be completed by Internal Control Team)
Sum of all answers (columns 1-5)








________
Subtract number of N/A answers (column 6) from number of questions (72)

________

Vulnerability Rating 
(Divide sum of answers by number of questions answered)

________

1.0 – 2.49 = Low Risk

2.5 – 3.49 = Moderate Risk

3.5 – 5.0 = High Risk

