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Overview: Traditional Approach to Terrorist Network Analysis

● Intelligence is viewed and analyzed as network data.
○ Members of networks -> nodes
○ Their interactions -> (weighted) edges

● Analysts use standard centrality measures (degree, closeness, 
and betweenness) to find key network members. 

● Results are used in decision support systems.
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● Intelligence is viewed and analyzed as network data.
○ Members of networks -> nodes
○ Their interactions -> (weighted) edges

● Analysts use standard centrality measures (degree, closeness, 
and betweenness) to find key network members. 

● Results are used in decision support systems.
● These methods take only this network structure into account.

Intelligence gathered often includes information regarding the nature 
of relations between members and their individual skills/resources.



Overview: This paper’s contributions

● Introduces a new game theoretic centrality measure for ranking players 
in a terrorist network. (Elaborating Linderlauf’s earlier work.)

● This centrality measure incorporates individual and coalitional 
characteristics, such as special skills, and relational characteristics, like 
frequency of communication.

● This measure takes into account the operational strength of connected 
subnetworks, potentially providing a more suitable model of real-life 
networks.

● The robustness of the rankings is tested by performing a sensitivity 
analysis on the rankings of the terrorists in the 9/11 attack.



Overview: Roy Lindelauf’s earlier work

“Context specific cooperative coalitional games are 
defined that reflect the situation at hand taking all 
available information about the network structure and the 
individual members and their relations into account.

Next, the Shapley value is computed for the corresponding game to 
measure the importance of members of the network in order to construct a 
ranking of these members.

For each threat context a specific suitable game can be developed.”

(Bold face and italics added by presenter for emphasis.)
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● “An approach to modeling strategic situations that stands 
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● The essential difference is the basic modeling unit.
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● “An approach to modeling strategic situations that stands 
in contrast with Noncooperative Game Theory.”

● The essential difference is the basic modeling unit.

Coalitional Game Theory
The basic modeling unit is 
the group and what they can 
accomplish.

Noncooperative Game Theory
The basic modeling unit is the 
individual and what he/she can 
accomplish “playing a lone 
hand.”

http://www.game-theory-class.org/



Cooperative/Coalitional Game Theory

● Given a set of agents, a coalitional game defines how well 
each group (or coalition) of agents can do for itself.

● NOT concerned with how agents make choices within a 
coalition, or how they coordinate.
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● v, called the “characteristic function”, acts as utility function for a coalitional game. 

● Says: “For every subset of the players, S, that could form in the game, what is the payoff v(S)           
that the coalition can achieve?” 



Cooperative/Coalitional Game Theory

The questions we use coalitional game theory to answer:
● Which coalitions will form?
● How should that coalition divide its payoff amongst its 

members?
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Usually, all agents will agree to act together. 
However, sometimes this depends on how the 
coalition would divide its payoff amongst its 
members.
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Lloyd Shapley

(Screencapture from Wikipedia.)

Lloyd Shapley has dominated 
game theory for the thirty-
seven years since von 
Neumann and Morgenstern 
published their path-breaking 
book, The Theory of Games 
and Economic Behavior.

--John von Neumann Theory Prize Citation

https://www.informs.org/Recognize-Excellence/INFORMS-Prizes-Awards/John-von-Neumann-Theory-Prize


Shapley Value

One of the most prominent ways of dividing up the value of a 
set of individuals amongst its members.

A solution to the question: 
“What is a fair way to divide a coalition’s payout?”
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“What is a fair way to divide a coalition’s payout?”
● Depends on how we define fairness.
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Shapley Value

What does a person contribute when we 
add them to a group? 

Their share of the group’s values should 
reflect what they contribute to the group’s 
value. 
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Members should receive payments or shares 
proportional to their marginal contributions.

Marginal contribution
What does individual i add to coalitions 
that do not already include i ? 

Summation over all possible 
coalitions that could be 
created from N without i.

The number of ways we 
could have build the 
coalition before adding  i.

The number of ways that we 
could add the individuals who 
have yet to be added after i.

All the possible 
ways we could 
have done this.



Overview: Roy Lindelauf’s earlier work

“Context specific cooperative coalitional games are 
defined that reflect the situation at hand taking all 
available information about the network structure and the 
individual members and their relations into account.

Next, the Shapley value is computed for the corresponding game to 
measure the importance of members of the network in order to construct a 
ranking of these members.

For each threat context a specific suitable game can be developed.”

(Bold face and italics added by presenter for emphasis.)



A new game theoretic centrality measure

Preliminary definitions:

A coalition S ⊆ N is called a connected coalition if the network G� is 
connected, otherwise S is called disconnected. 

In monotonic weighted connectivity games the effectiveness of a 
disconnected coalition is determined by the most effective connected 
subcomponent.



A new game theoretic centrality measure
The idea is to create a game that takes into account the structure of the network

individual strengths (e.g., special skills) of the members of the network

as well as the relational strength (e.g., communication) between members of the 
network. 



A new game theoretic centrality measure

We define a monotonic weighted connectivity game                                       

with respect to network                             based on      and       in the following way:

For a connected coalition S we define

where     is a context specific and tailor-made non-negative function that measures 
the effectiveness of coalitions in the network.
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We define a monotonic weighted connectivity game                                       

with respect to network                             based on      and       in the following way:

For a disconnected coalition S we define



A new game theoretic centrality measure

The game theoretic centrality measure           of member     

in network                             based on       and       is defined by

where                                     is the Shapley value of member     in the game.

The corresponding ranking of all members in N is denoted by           .



An example coalition effectiveness function

This specific choice can be motivated for terrorist cells in which we need to focus on 
the total operational strength of the cell as well as the most prominent line of 
communication between members.

 (This function is used throughout the paper in the analyses.)
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Sensitivity analysis of Al Qaeda’s 9/11 attack

A sensitivity analysis is run to investigate the robustness of the ranking obtained.

● To model individual strength, the data on individuals are expressed as weights 
on the nodes of the network. Analysis is run to see how robust the derived 
ranking is with respect to small variations in the weights.

● Not all interactional data between members may be completely known. 
Analysis is run to see how robust our ranking is with respect to the addition or 
deletion of a small percentage of the links in the network.

● Finally, some of the interactions between members may be considered more 
important than others. Analysis is run to see how robust our ranking is with 
respect to changes in the weights assigned to interactions.
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Sensitivity analysis of Al Qaeda’s 9/11 attack

Performing a sensitivity analysis on the ranking      (the original ranking):

The difference between the rankings       and      is represented by the
number                        where      is a ranking obtained by slightly perturbing 
the data. 

Highly ranked hijackers that leave the top-5, and lowly ranked hijackers 
that enter the top-5, result in a large value of    .

 

 



Sensitivity analysis of Al Qaeda’s 9/11 attack

Network structure: 1000 simulations 
run in which up to 4 links were 
randomly added or deleted.

Individual strength: 1000 simulations 
where the weight for each of 4 
randomly selected individuals was set 
randomly equal to 1, 2, 3 or 4. 

Relational strength: The weight of a 
single link was set to 4, with the rest of 
the weights kept to 1.
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run in which up to 4 links were 
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Individual strength: 1000 simulations 
where the weight for each of 4 
randomly selected individuals was set 
randomly equal to 1, 2, 3 or 4. 
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Conclusions

The new game theoretic centrality measure takes all 
available information about the members of the network 
and their relations into account, incorporates the strength 
of connected subnetworks, and is robust to small changes 
in the available data, which makes it a promising measure 
to construct rankings of terrorists in real-life networks.
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Tomasz P. Michalak:

● http://users.ecs.soton.ac.uk/tr/pub/DefeatingTerroristNetworks.pdf
● http://www.jair.org/media/3806/live-3806-6969-jair.pdf 

The Value of an n-person Game by Lloyd Shapley
● http://www.rand.org/content/dam/rand/pubs/research_memoranda/2008/RM670.pdf 

Theory Of Games And Economic Behavior by von Neumann & Mortgenstern
● https://archive.org/details/theoryofgamesand030098mbp

Game Theory In Economics by Shapley and Shubik
● https://www.rand.org/content/dam/rand/pubs/reports/2006/R904.6.pdf

Game Theory Online Courses
● http://www.game-theory-class.org/
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