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Abstract 

 
This case examines the process of external auditors conducting a security audit of an organization. 
The audit process usually consists of several phases, starting with preparing for an audit, working with 
the auditors, and finally implementing auditor recommendations to fill gaps in the policies and 
procedures. Typically, auditors examine organizational policies in context of current industry 
standards to identify gaps in the policy. The policy implementation is then reviewed through analysis 
of data in logs, interviews with personnel, and occasionally using penetration testing on the network. 
While this is a routine process, it can be stressful for security officers who consider weaknesses in 
organizational security as personal failures. As a result, an adversarial relationship if often formed 
between auditors and the security officers. Most past studies have focused on the role and conduct of 
an auditor in the audit process. The purpose of this paper is to help security officers prepare for an 
audit with a system approach that reduces subjectivity. Best practices are elucidated through the case 
of an audit in a large educational institution. The processes and procedures laid out are not limited to 
educational institutions and are appropriate for any domain. Proper preparation will assist 
organizations in using an audit constructively for improving the organizational security posture. This 
paper presents a methodical approach for a security officer to follow during the security audit of the 
organization in context of a large public university. 

 
1.0 Introduction 
 
Imagine that you are a new Information Security Officer (ISO) in a large organization and external 
auditors land on your doorstep three months into the job. Emotions such as sheer panic, 
apprehension, or a desire to run away may be felt among security officers in such a situation. 
However, an audit does not have to be an unpleasant experience. By following a disciplined 
approach with explicit goals, an audit can be smooth and the entire experience can be rewarding. 
Security officers consider the auditor’s role as finding faults with the organization as tangential to 
their own goal of ensuring security in the organization. While it is true that job of the auditors is to 
find security weaknesses, security officers should not consider any adverse findings of the auditors 
as personal failures. Instead of a naturally adversarial relation, if both parties work collectively with 
the objective of incrementally improving security via audits and subsequent refinements it can 
become a critical part of success of the security officer as well as the organization. An audit can be a 
learning experience for the security officer and with each audit his knowledge and skills improve. It 
is essential to maintain complete transparency, have a clear scope, goals, and rules of engagement. 
The entire audit process is described further and can be applied within individual organizations. 
 
There are many reasons to conduct an information security audit including: estimation of 
organizational preparedness, identification of vulnerable areas, benchmarking against standards and 
practices, and compliance with legislation. Security audits have increased considerably with the 
presence of new legislations, such as, the Health Insurance Portability and Accountability Act of 
1996 (HIPAA), the Gramm-Leach Bliley Act of 1999 (GLBA), the Sarbanes-Oxley Act of 2002 
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(SOX), the Federal Information Security Management Act of 2002 (FISMA) and the 
Communications Assistance for Law Enforcement Act of 1994 (CALEA). Each of these legislations 
has imposed specific requirements for implementing and auditing security (Legal and Reporting 
Issues Work Group, 2003). 
 
The case is organized as follows: section 2 presents a general background of auditing with some 
focus on security; section 3 presents the audit process; section 4 presents the context and general 
background of the company; section 5 presents the analysis of the case; section 6 presents general 
discussions that reflect on the role of the security officer; and section 7 presents our conclusions.  
 
2.0 Auditing 
 
Auditing involves the independent assessment and evaluation of organizational activities and 
records. This practice has been performed for centuries with some of the earliest references to it 
being from the Bible (Davis, 1981) and Ancient Greece (Costouros, 1978). Auditing in these cases 
was often used to create stronger accounting systems by implementation of relevant controls, 
establish accountability to those who handled the funds, and provide accurate reports on the 
management of the funds. While these objectives hold true for audits conducted today, variation 
occurs based on the classification and scope of an audit. Several types of audits are traditionally 
conducted including: financial audits, operational/performance audits, compliance audits, investigations into 
suspected fraudulent activity, and information security or information technology (IT) audits. There are several 
standards and guidelines, which are referred to in preparation for an audit. The two main references 
for audit procedures are: 1) Control Objectives for Information and Related Technology or COBIT 
(Ridley, Young, & Carroll, 2004), and, 2) the Federal Information Systems Controls Audit Manual or 
FISCAM (Accounting and Information Management Division, 1999). 
 
Audits are performed periodically (every once and awhile) or continuously. Continuous audits have 
been discussed for the past two decades, however, only recently have they been able to be effectively 
implemented due to technology development. Instead of taking only samples of data during a 
certain period in time, these continuous audits allow for all of the data to be audited all of the time. 
This is usually only done on an internal basis through automated controls and has an increased cost 
associated with them when compared to periodic audits (Woodruf & Searcy, 2001). However, 
periodic audits are still useful for targeted exercises and in situations where continuous auditing is 
not feasible.  
 
Auditors can be external (i.e. auditing firms or regulatory agencies) or internal (a department within a 
larger organization). Often in large organizations, both may be used at different points in time. 
Legislation and literature have stressed the need for auditors, regardless of whether they are internal 
or external, to maintain their independence to ensure quality and accuracy of reports and 
recommendations (Palmrose & Saul, 2001). However, the very nature of independence contributes 
to the common uneasiness between auditors and those being audited. In terms of service quality, it 
was found that those being audited deemed subjectively perceived audit quality to be more 
important than objectively verifiable technical audit quality (e.g. detection and reporting of errors) 
and reliability, responsiveness, assurance, empathy, and tangible information were also valued. In 
addition to service quality, other important factors in an auditing relationship included: shared values 
and norms, trust, and interdependence (Ruyter & Wetzels, 1998). It is imperative that there is an 
easy flow of communication and a sense of collaboration during the audit process in order to for 
one to be effective. 
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This particular case presented is based on an information security (IS) audit. These types of audits 
became necessary as information systems were increasingly used for essential business transactions 
and operations. In the past, an IS audit was usually performed as a subcomponent of a broader audit 
objective, such as a financial audit. However, today it is common to find information security to be 
the main objective of an audit due to the large amount of data that is continually stored and used as 
well as increased dependency on information systems. Various corporate scandals (e.g. Enron and 
Arthur Andersen (United States of America vs. Arthur Andersen, LLP, 2001)) and disastrous effects 
of IT failures (e.g. AT&T’s network failure in 1990 (McDonald, 1992)) reaffirmed the value of 
performing such audits. This type of auditing provides an independent review of the policies, 
procedures, standards, measures, and practices of an organization and their ability to prevent the loss 
of confidentiality, integrity, or availability to system information and data (Management Planning 
Guide Committee, 2001). IS audits can be subdivided as organizational, which involves the 
management of information technology; technical, which includes the infrastructure, data centers, and 
data communication; or application, which refers to business, financial, or operational activities. In 
addition, other categories are development/implementation, which includes investigation into 
specification, requirements, design, development, and post-implementation of software and systems; 
and compliance based on organizational and security policy, state/federal laws, and 
national/international standards (Gallegos, et al., 2004).  
 
In the last few years, there has been a movement from what is called, “conventional audit models” 
to use of a “business risk-based approach”. A risk-based approach requires an auditor to have an in-
depth knowledge of an organization’s operating business environment and consider risks other than 
those that are inherent, thus producing a more holistic audit strategy (MacLullich, 2003). Since many 
IS audits use a risk-based approach, it is only understandable that most of them begin with a risk 
assessment. A risk assessment involves identifying assets (things of value within an organization), 
vulnerabilities (weaknesses within assets), threats, and subsequently determining the risks from 
threats exploiting vulnerable assets (Janczewski, 2000). Based on the results of a risk assessment, 
auditors are able to accurately define the scope of the audit. This includes the 
operations/applications that will be focused on, the controls to be tested, the validated 
tools/techniques that will be used to do the testing, the internal personnel who will need to be 
contacted throughout the audit, and resources available, such as documents which may reduce effort 
on the part of the auditor (Management Planning Guide Committee, 2001). Once this initial part of 
the audit process is completed, the actual audit can proceed. The following sections further describe 
the audit process from a security officer’s point-of-view, a description of the organization where the 
audit was done, the actual audit experience, and discussions. 
 
3.0 Audit Process 
 
Most often, an organizational security audit is managed by its Information Security Officer (ISO) 
with the support of information technology staff. Security officers often sweat at the thought of 
going through the audit process and consider any organizational weakness as a personal failure. In 
contrast, a security audit can actually benefit an organization by providing a measure of its 
compliance with the security policies and should be valued. A large part of the anxiety stems from 
the uncertainty in the process as well as the outcome; this uncertainty can be reduced by following a 
structured approach with clear metrics and goals. This paper examines the process and best practices 
that should be followed in the audit process. In the past audit process has typically been examined 
from the perspective of auditors; this paper presents guidelines for conducting an audit for security 
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officers. As shown in Figure 1, the audit process can be divided into three distinct phases: 1) 
preparing for an audit, 2) the actual audit, and 3) the follow-up to the audit. Each of these phases 
has several subtasks. For the security officer, preparation and follow-up are the most important 
tasks. After each audit, the planning for the next audit should begin and subsequent audits should 
have fewer issues. 
 

 
Figure 1: The Audit Process 
 
3.1 Preparing for Audit (1 page) 
 
Preparing for an audit is perhaps the most time consuming process where the organization assesses 
its security needs and prepares plans for the audit. During this phase the organizational security must 
be assessed and at the least, basic security measures be implemented (i.e. backups and offsite storage 
of critical data, ensuring controls on user accounts, and ensuring remote access is secured and 
controlled). Low-hanging fruit should not be left for the auditors to pick. Remember that auditors 
should earn their living honestly by thoroughly going through organizational security controls and 
providing recommendations to maintain and improve security. 
 
3.1.1 Risk Assessment 
 
To prepare for a security audit, the security officer should prepare an audit program where the key 
risk areas are audited and reviewed on a regular basis. Risk assessment (Pfleeger & Pfleeger, 2003) 
involves identifying the security weaknesses in the organization and identifying suitable controls to 
reduce risks to acceptable level. There are two distinct phases to risk assessment: 1) identifying the 
exposure to the organization, and 2) reducing exposure to acceptable levels. Risk assessment is the 
precursor to the security audit since it helps in identifying the key areas of vulnerability. This will 
help the security officer address the issues that can be potentially flagged by the auditors in their 
own independent assessment. There are several tools available for risk assessment. The simplest 
tools are based on use of checklists and are available from commercial vendors and government 
agencies (NIST, 1995; Stoneburner et al., 2001). More advanced methods involve data collection and 
statistical and/or numerical analysis of the data (Parker, 1981; Barber & Davey, 1992; Dimitrakos, et 
al., 2002; Alberts & Dorofee 2002; Ozier, 1989). However, these approaches are very time-
consuming and resource intensive. One method that is sophisticated enough to capture the 
dynamics of risk and simple enough as not to require enormous amount of resources is a matrix-
based approach provided by Goel and Chen (2005). Irrespective of the method used, it is important 
that a team that covers all key functional areas should be assembled for the risk analysis. The team 
should include members from the finance, human resources, legal, and management departments to 
ensure that the key assets of the organization are incorporated in the analysis. This analysis is 
generally shared with the auditors, so, care should be taken that there are no loose ends in the risk 
assessment report. Even though risk assessment is an activity that should be a part of continuous 
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security improvement, it is important to revisit the results of the assessment prior to negotiating with 
the auditors in order to avoid areas of known weaknesses that are in process of being addressed.  
 
3.1.2 Pre-Audit Discussions 
 
Pre-audit discussions are mainly focused on ensuring that the scope of the audit is clearly defined 
and the organization gets a precise understanding of the information that the auditors require. Pre-
audit discussions start a few months prior to the audit and start with very general discussions about 
the scope and gradually get refined leading to the audit conference where formal agreements are 
signed and the audit schedule is finalized. This conference should not involve the entire team, but 
only upper management, the information security officer, and functional leaders of the departments 
associated with the audit. For a smooth audit, it is important to have extensive discussions with the 
auditors such that no ambiguity remains in the scope, tools or the intent of the auditors. The intent 
of the auditors here means their goals in doing the audit, i.e., compliance with regulatory mandates, 
investigating organizational readiness, or assisting the organization with improving security. In case 
the audit is self-initiated the intent is clear since it is given to the auditors, however, if its origin is 
external, then the intentions should be clarified. 
 
3.1.3 Scope and Metrics 
 
To ensure that the auditors fairly judge the organization, the audit area for which the organization is 
ready should be clearly identified and documented for the auditors’ perusal. The security officer 
should ensure that the benchmark for the audit should be clarified, for instance, against specific 
government legislation or industry standard practices. The audit boundaries should also be defined. 
This includes the systems and/or applications that will be analyzed and the tools and techniques that 
will be used. These tools and techniques can be intrusive or non-intrusive. A non-intrusive 
technique often used in an audit is vulnerability assessment, which involves an evaluation of current 
security and compliance with current policies and guidelines. Vulnerability assessments are largely 
dependent upon communication between personnel and the auditors and usually involves 
questionnaires that personnel are required to answer related to their jobs (Peltier, 2001). A more 
intrusive alternative is called penetration testing. Penetration testing allows for evaluation of the 
system design and security implementations from the point-of-view of an attacker. However, a 
penetration test can also lead to damage to system operations and could be perceived as illegal 
hacking if not approved. Therefore, if a penetration test is required, proper rules should be in place 
in terms of what can and cannot be done and written agreements should be made between the 
auditors and those being audited (Bishop, 2002).I If penetration testing is needed, it should be 
decided whether it is white hat or black hat. White hat testing involves controlled penetration testing 
where the organization and auditors work together and the IT staff knows about the testing plan. In 
black hat testing, auditors work stealthily to penetrate organizational security by any means possible 
without prior IT staff knowledge. Black hat testing has an element of surprise. The staff is unaware 
of any testing activity and therefore do not take any extra measures to fix weaknesses. The problem 
with black hat testing is that in some cases the auditor does not know the limitations of the 
organization and can inadvertently cause disruption in the computing infrastructure. For the tools 
and procedures used (especially penetration testing), auditors should provide validation. In addition, 
the qualifications of the auditing team should be scrutinized to ensure that they are competent to 
perform the tests they want to perform. For the most part, these audits are in their infancy and many 
of the people in this filed are relatively new and young, especially if when dealing with the Big 4 
(E&Y, Deloitte, PWC,) partially due to the amount of travel involved. Finally, prior to the start of 
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the audit, the success criteria should be clearly negotiated between management, IT staff, and the 
audit team based on industry standard practices. Once the scope and metrics are clearly defined a 
formal document called the audit plan is created that both parties review and sign off during the pre-
audit conference.  
 
3.1.4 Collecting Information for the Audit 
 
It is necessary to create documentation of the entire security program, which should include general 
information about the organization, business processes, policies, and procedures, as well as technical 
details of security implementation. This documentation should be reviewed before the audit exercise 
to ensure its timeliness. Once the risk areas to be audited have been selected, the security officer 
should prepare a list of documents that need to be collected for the audit. For instance if the 
network needs to be audited, the list of documents would be the network architecture (wired and 
wireless), router configurations, logging and auditing procedures, recent network intrusions, and 
incident handling procedures. If documentation is non-existent, either a brief skeleton should be 
drawn up, or a note should be made concerning the absence of such documentation and a timetable 
furnished for its completion in order to avoid a complete fail on that section of the audit. One of the 
primary responsibilities of the security officer is to coordinate the collection/development of all 
such information. In general, a lead person should be designated who is responsible for creating it 
and periodically updating a document. In addition, there should be a central repository of 
documents with date of creation, last update, and date for next revision clearly marked. These 
documents should normally be kept secure (and perhaps offline) to prevent hackers from gathering 
information that can be used to compromise the security of the organization.  
 
3.1.5 The Audit Team 
The security officer should also make a list of critical personnel from a cross section of the relevant 
population to be interviewed by the auditors. The audit process can be burdensome for employees 
so there should be a clear mandate from management to participate and receive adequate resources. 
In addition, the burden should be distributed across the organization with personnel (and their 
backups) listed for different segments of the audit. To ensure a successful audit, the entire team 
should be involved from the beginning to end and should be kept informed of developments. The 
audit should be used as a time to mentor and train those involved. Most importantly, the entire team 
should participate in a celebration at the conclusion of the audit. Remember, the auditors will return 
and the support of the staff will again be required so it is important to ensure that employees feel 
rewarded for participating. Team selection should be based on different audit areas,  (i.e., personnel, 
network, and legislative compliance). This minimizes the distraction to employees in their day-to-day 
activities by reducing redundancy and allows an efficient response to intermediate auditor findings. 
 
3.2 The Audit 
 
An organizations needs to prepare a nondisclosure agreement between the audit firm and itself, 
before handing over any material. Once such an agreement is signed, all documentation (including 
policies, procedure manuals, log books, and other records) should be provided to the audit team to 
ensure that they are able to outline any discrepancies and ask relevant questions during staff 
interviews. In case a penetration test is being considered for an audit, a letter authorizing such a test 
should be provided to the audit team. Since the members of the penetration testing team are 
technically breaking the law, a letter specifically outlining the parameters of the test and stating that 
your organization is aware of and agrees to this testing is required. This can also include specific 
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non-prosecution and waiver of liability clause, which will explicitly state that your organization 
forgoes any recourse (both civil and criminal) against the audit team members.  
 
Management should be informed of the audit and the potential consequences of the audit especially 
concerning the potential impact of any penetration testing. During the audit, organizational staff 
should answer any auditor questions and assist them in gaining access to any other personnel that 
need to be interviewed. If the auditors initiate penetration testing, the IT staff should respond with 
emergency response procedures. Despite the competencies of the auditors, penetration testing can 
sometimes lead to inadvertent loss of either data or services. The auditors are protected via the 
disclaimers that they sign with the organization, thus it is imperative for the IT audit staff to work 
very closely with the auditors in ensuring that there is no such incident. The issue is even more 
serious when back hat testing is involved since the IT staff does not know the exact nature of the 
testing by the black hat team. In this case it is important to make sure that: 1) the scope of the black 
hat testing is limited, and 2) the tools to be used in the audit are decided upon, tested, and validated, 
and 3) the IT staff should be on high alert during the testing phase. Any anomalies on the network 
should be discussed with the audit staff promptly. It is better to structure the audit into specific 
segments with various tools and processes so anomalies that occur can be quickly isolated.  
 
3.3 Evaluation of Auditor Findings 
 
The auditors report their findings after each segment of the audit are complete and these are 
discussed with the management in an exit conference prior to being written in reports. During the 
conference, the audit committee should ensure the auditors are representing facts objectively 
without personal bias. In addition, when adverse findings are observed, a team of technical experts 
within the organization should be consulted to verify that the findings are accurate. It is very 
important to keep the auditors engaged in polite verbal exchanges so that the relationship remains 
congenial. IT staff should be involved to ensure clarity on the recommendations after the auditors 
leave especially since they will eventually have to implement any recommended changes. All issues 
should have been discussed and all recommendations agreed upon by the audit committee by the 
end of the conference. The security officer should make sure that the accomplishments since the 
previous audit are highlighted in the audit report. Common sections of the audit report include a 
brief organizational background, scope of the audit, purpose, and the objective findings, opinions, 
and recommendations for improvement from the auditors. A final copy of this report is received by 
the organization as well as the higher-level entity that commissioned the audit. 
 
Preparing a formal written response to this audit report is important. This response does not have to 
be denigrating to the auditors or their findings. It can be a properly crafted response created in by 
the audit team. The necessity of this stems from a need to ensure that there is a paper trail in case of 
litigation. In addition to the major findings, there are often minor issues that the auditors discover. 
Unless reported in a management letter, such issues should be dealt with informally without any 
formal reporting. 
 
Once the audit process is complete, organizational policies will assist in determining future actions. 
The organization should keep the following four criteria in mind when responding to each of the 
findings: 1) Standards or measures used in evaluation, 2) Conditions or the circumstances under 
which the evidence of weakness was discovered, 3) Reasons the expected and actual performance 
differed, and 4) The organizational risk exposure based on the findings. The security officer should 
first try to address an issue by determining if the standards or measures used were appropriate. 
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Other considerations would include determining if the risk can be mitigated or eliminated through 
additional controls or disposal of the asset. In addition, the security officer should attempt to analyze 
failures in the internal risk analysis, which resulted in an unknown weakness being discovered by the 
auditors. 
 
In order to deal with all the findings of the audit report, the audit team should convene and the 
responsibility for different issues should be delegated to the appropriate staff members. Periodic 
reports should be obtained of progress and a summary of actions taken to address the audit report 
findings should be communicated to the auditors. In case management is unable to complete some 
audit recommendations by the time of the follow-up conference, justification should be made in 
terms of the cost and effort required to fix the problem, residual risks that the organization 
perceives, complexity of the corrective actions and the time needed adhere to the recommendations. 
During the follow-up conference, the audit management should explain their actions to convince the 
auditors that adequate corrective actions have been undertaken to address the issues detailed in the 
audit report. Occasionally, auditor findings can lead to regulatory compliance problems resulting in 
fines or litigation due to a breach of privacy. In such cases, communication should be delegated to 
the legal department with the security officer acting in an advisory capacity. Meanwhile, the 
organization should launch a strong effort in addressing the issues, which led to the breach in 
compliance so that the legal problem is not further compounded by lack of due diligence or 
negligence on the part of the organization. This legal process is very sensitive and convoluted 
requiring extensive coverage on its own and is beyond the scope of this article.  
 
After the follow-up is complete, a celebration is usually in order since it helps in building 
camaraderie among the team members. In addition, the performance of the audit team members 
should be reviewed confidentially and the members should be adequately rewarded. Thereafter the 
preparation for the next audit starts. This includes updating the risk models, revising policies and 
procedures, and security monitoring. The team should also be reconstituted based on the 
performance of the audit team members and weaknesses found in the audit report. 
 
4.0 Case Description 
 
The case is based on audit of a public educational institution in which several thousand students are 
admitted each year. There are unique characteristics that make security implementation very 
challenging in such an open environment, namely, rapid migration of computers in and out of the 
network, poor maintenance and support of computers, immaturity of users, and a general disregard 
of compliance with policies and law. An open-ended audit can be very time consuming and 
expensive; thus, the scope of the audit should be narrowed down to more pertinent issues. In this 
case, we present the audit process in context of security in an educational institution. Before the start 
of any audit, it is important to understand the background and culture of the organization in order 
to identify the key security issues that the organization faces. This information is presented in the 
following sub-sections. 
 
4.1 Organizational Background 
 
The organization is a premier academic institution in New York and offers graduate and 
undergraduate education in a broad range of academic fields at the bachelor's, master's, and doctoral 
degree levels. The broad mission of the institution is excellence in undergraduate and graduate 
education, research, and public service. The organization engages 17,000 diverse students in nine 
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schools and colleges across three campuses. Some of the major units in the institution are the 
College of Arts and Sciences, the Schools of Business, Education, Criminal Justice, Social Welfare 
and the School of Public Affairs and Policy. Approximately two-thirds of undergraduate students are 
enrolled in the College of Arts and Sciences. The institution has been designated as a Carnegie 
Doctoral Research Extensive institution, and strives to continue its unique commitment to 
excellence in teaching inherent in its roots as a teacher’s college established in 1844. Its faculty 
engages in wide-ranging, active research programs, which act as a beacon for the attraction and 
retention of highly qualified students as they enable the discovery and dissemination of fundamental 
knowledge. The University community also understands its special role as an intellectual resource to 
the public. Scholars are encouraged to share their University skills and competence. The University 
regularly invites the community to use its intellectual and physical resources, and mounts exhibits 
and productions in the University Art Museum and Performing Arts Center. 
 
There are three main campuses: uptown (main) campus, downtown campus, and east campus. 
Adjacent to the main campus is the University's educational and research complex known as Center 
for Environmental Sciences and Technology Management (CESTM). CESTM houses the world-
renowned Atmospheric Sciences Research Center, founded in 1961. CESTM also houses the 
College of Nanoscale Science and Engineering (CNSE), founded in 2001, to implement innovative 
educational programs and conduct leading edge research in the emerging fields of nanosciences and 
nano engineering. It also houses the New York State Center of Excellence in Nano electronics 
(CEN), a $1 billion resource for research, development, technology deployment, and workforce 
training in computer chip, bioelectronics, telecommunications, optoelectronics, and micro and nano 
system sensors for energy and environmental applications.  
 
The University computer systems support grading, financial aid, student accounts, faculty research, 
administrative data and employment information. These and other information technology services 
provided by the University are detailed in the following section. 
 
4.2 Information Technology Services 
 
The networking and computing infrastructure at the University is maintained by Information 
Technology Services (ITS). The infrastructure consists of computer networks, telecommunications 
as well as computers and servers. They maintain both wired and wireless networks in University 
offices, labs, classrooms, as well as student residential areas. ITS provides support to faculty, staff, 
and students in the University. The services they provide include: handling employee and student 
accounts, maintenance of computer user rooms, computing support for faculty computers that 
includes installation of software, troubleshooting problems and access to the network. The 
computers and the audiovisual equipment in the classrooms are maintained by ITS which also 
provides electronic grading facilities for automatic grading of bubble sheets. In addition, they 
maintain the critical databases for the University including student records, employee records, 
library, payroll, as well as budget and resource planning. ITS also maintains critical servers, including, 
web servers, email servers, DHCP Servers, and DNS servers that support the University network 
services. In addition, it provides the high-performance computing environment for education and 
research.  
 
There are two products of the University: 1) education and, 2) research, which form the core of the 
University operations. The University needs to protect the intellectual property as well as privacy of 
its faculty, staff, and students as well as from legal liability. Legislation such as FERPA, HIPAA, and 
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FISMA apply to the University and must be complied with. The University must identify the critical 
security weaknesses in the organizations to protect its assets and limit its exposure to liability. The 
University has undergone severe financial duress during the last few years and the challenge is to 
maintain security and other programs while managing the fiscal crisis.  
 
The security threats the University faces stem from hackers as well as faculty, staff and students 
within the organization. Many of the internal threats come from violation of policies and lack of 
security hygiene due to ignorance and laziness, which results in creating vulnerabilities that expose 
the University networks to external hackers. Security it taken very seriously and its networks are 
constantly for malicious connection. The University also maintains security policies that include 
both acceptable use guidelines and more technical security policies. 
 
5.0 Audit of the Organization 
 
Since the University is an educational institution partially supported by state government, it is 
subject to random and scheduled audits from the state auditor, the New York State Comptroller’s 
Office (OSC). According to the New York State Office of the State Comptroller Division of Local 
Government Services and Economic Development (Hevesi, 2004), the purpose of these audits is to 
provide an independent review of an organization in order to “maintain or improve fiscal health” by 
increasing “efficiency and effectiveness” in cost management, service delivery, as well as asset 
management and protection. While these goals are still applicable to information security audits, they 
and the associated processes were developed for financial audits. Only recently has there been a 
focus to audit the information security of organizations in New York State. Therefore, some of the 
processes are still evolving and are not solidified. 
  
A formal letter was received by the Chief Information Officer (CIO) from OSC, which stated that 
there was going to be an information security audit on select security controls on the computer 
networks within the organization. The process started on March 8, 2004 and began with an informal 
meeting with the auditors and an audit committee. The auditors were made up of four people from 
within OSC and two people from an outside consulting firm. The audit committee included officials 
such as the Information Security Officer, CIO, applications development direct research IT director, 
systems management & operations director, telecommunications director, client support services 
director. As evidenced in the members of the committee, the audit was given a high priority by 
management. During this meeting, the auditors detailed what standards were being used to conduct 
the audit (Generally Accepted Government Auditing Standards). In accordance with these 
standards, the University was told that the auditors also needed to understand its internal control 
structure and compliance with laws, rules, and regulations relevant to their scope on network 
security. Specific material on University policies and procedures, which related to computer 
networks, equipment, and applications, was requested. In addition, a list was provided to the 
auditors of relevant contact people within the organization, which they would be able to contact 
regarding further records, documents, or to collect other needed information. Those people who 
were responsible for administering the network security and operations were interviewed and a 
questionnaire concerning the security controls currently in place was given to select employees in 
order to assess the estimates, judgments, and decisions made by management. Arrangements were 
made for an external and internal vulnerability assessment in which network access was attempted 
from both outside and inside the organization with prior IT staff knowledge to determine 
weaknesses. This included a sweep of the area for unregistered wireless access points. 

 10



 
After this initial audit ended on July 30, 2004, the results were provided to the University as well as 
recommendations. In addition, a report was also issued in March 2005 to the Chancellor of the State 
University of New York with a copy to the Division of Budget under OSC. However, unlike other 
audits, which typically provide precise details on the weaknesses discovered and the 
recommendations made, no details were made public. These details were kept between the auditors 
and the University due to the potential risk exposure to the organization.  
 
Within 90 days, the University was required to respond to the initial auditor report and provided this 
statement: 
 

The University acknowledges the receipt of this draft report and the work done by the 
Office of the State Comptroller during this audit. We consider this audit to be a valuable 
examination of our network security controls and it reaffirms the steps we have already 
implemented or are underway to build a strong information security program. The 
University generally agrees with the major recommendations provided by the auditors. The 
University will set up an appropriate process to address implementation of specific 
recommendations, taking into account the contribution to overall security goals and the 
resources required for implementation.  

 
Arrangements were made for a follow-up audit to determine whether the University had taken the 
recommendations by the auditors into consideration. During this period, a full-time ISO replaced 
the interim ISO at the University. In order to determine what controls should be added and changes 
made, a risk assessment was performed so that a cost-benefit analysis would be able to be done. 
Since the ISO was new in the organization, this was a difficult undertaking. While University 
maintained most systems centrally, it also had some networks that were under the control of specific 
departments or individuals. It was necessary to meet with all of the IT staff for specific departments 
as well as those who were centrally administrating the network (residential life, help desk, user 
rooms, etc.) in order to come up with a data classification system. When this system was applied to 
all the data, the various data types were considered assets in the risk assessment. Based on the risk 
assessment, various controls in terms of technical implementations and policy amendments were 
prioritized. While it might have been difficult for employees to accept the need to implement 
additional controls and go through the risk assessment process since a little known person was 
implementing them, it was relatively easy to justify due to the recommendations issued by the audit. 
However, some policy amendments were held up due to the timing. Most of those people who were 
needed for policy review and approval were not available from June-August. This made approval by 
September infeasible. Even so, about 75% of the objectives of the original audit were covered in the 
subsequent implementations. The December 20, 2005 follow-up audit report from OSC reflected 
this by stating that while great pains had been taken towards implementing recommendations, 
additional controls were still needed. However, the auditors realized that it took time to create and 
implement policies with management approval. 
 
6.0 Discussions 
 
Information Security Officer (ISO) is a relatively new position, which has emerged in organizations 
to deal in the aftermath of chaotic growth in information technology and network communication. 
The role of the ISO has been very nebulous since the problem that they were created to address was 
not defined clearly. The role of an ISO has become one of following the dynamics of the security 
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environment and keeping the risk posture balanced for the organization. In other fields, such as 
aviation and nuclear energy, security risk analysis is quite static. However, in the information 
technology field the risk equation is constantly evolving with both the attackers and defenders 
rapidly changing their strategies. It is not feasible to achieve perfect security in an organization, nor 
is it advisable to do attempt to do so since it is economically unjustifiable. Security in an organization 
should commensurate with the exposure to its assets such that the exposure is acceptable to the 
organization. Security is thus the Pareto optimum of the exposure and the cost of the controls 
imposed to reduce that exposure. The ISO for the University had to work on a limited budget with 
no dedicated staff. However, by using current employees for specific aspects of the audit process 
and doing a risk analysis for cost-benefit analysis, the best security strategy can be achieved. The ISO 
needs to understand the organizations assets, role, and operations enough so that the right security 
balance can be achieved. This balance must be maintained as the security environment evolves and 
the organizational priorities shift. The University case described earlier had a new ISO that was just 
beginning to understand the organizational processes. One of problems that occurred because of 
this lack of understanding was that the necessary policy implementations were not all approved due 
to the absence of policy review board members during the summer. A better understanding of the 
University culture would have helped the ISO plan to have the policies sent for approval earlier. 
 
A security audit is a step in the process of maintaining the balance in organizational security risk 
exposure. Unlike a financial audit where government mandates ensure that honesty in financial 
reporting, in security audits it is in a company’s best interests to ensure security in order to protect 
its assets. More recently government legislation has been created aimed at protecting private client 
data, which is mandating such security audits. However, internal company needs to protect its assets 
is still the primary driver behind such audits. Since the field of information security is getting quite 
complex, often the information security of the company may start lagging behind industry standards 
despite the best efforts of the security officer. An audit assists the organization in identifying these 
gaps to correcting its security posture. Thus, audits are a benefit to the security officers rather than a 
critique of their abilities in ensuring security of the organization. Both management and the security 
officer should recognize this fact to ensure maximum cooperation and benefit from the 
organization. In the case of the particular audit described, there was full management support so the 
process was less painful than it could have been and employees were free to participate fully in the 
audit process without fear of neglecting other duties. A surprising and useful finding of the audit was 
the auditors discovering many unauthorized access points during a wireless walk-through. This 
benefited the University as a whole since authorized wireless access points were then implemented 
throughout the campuses by the IT staff.  
 
Security officers should be knowledgeable about how security affects their organizations. This 
includes: any security certifications that the organization is required to have, relevant legislation, and 
the reporting structure of the security audit. Poor audit results may be reported to a requesting 
agency and may cause any certifications related to security stature to be revoked. In such cases, a 
security officer must conduct a risk analysis of the audit itself prior to inviting the auditors and 
estimate its impact to the organization. Based on the results of the analysis, the pros and cons should 
be discussed with management.  
 
Though specific credentials are not required for a security officer, ideally one should have 
background in information technology, law, and policy writing. All these skills are essential to 
adequately handle the responsibilities involved in the audit process. In addition, the security officer 
needs to have excellent interpersonal and writing skills since the job entails communication with 
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management, technical staff, legal officers, and external auditors. The security officer should be able 
to convey information effectively, discern verbal and physical cues during discussions, coordinate 
meetings, and solicit assistance from employees. These abilities are critical since a security officer 
often does not have dedicated staff and must rely on other workers to complete the security tasks. 
Knowledge of relevant equipment, policies, procedures, laws, court procedures, government 
regulations, and standard practices in the organization are also crucial. While information security 
audits are in their infancy, it was useful that the ISO at the University had previous experience in 
dealing with federal government audits (FITSCAP, DITSCAP), compliance audits (Sarbanes Oxley), 
certification audits (CISP – Visa/MasterCard Cardholders Information Security Program), and New 
York State government audits. 
 
7.0 Conclusions 
 
General anxiety caused by security audits stems from the experience of the organizations with 
financial audits. In financial audits, a negative report gives a semblance of deliberate misreporting of 
information while in security audit a negative report often indicates gaps in the security controls. 
Security officers usually consider a negative audit a personal failure and management uses audit 
reports to reflect on the performance of security officers. An audit thus results in a general upheaval 
in the organization and increases stress for the personnel involved. Proper planning and the right 
attitude will assist in making audits a positive experience and result in a better security posture for 
the organization. The paper elucidates the process by describing the security audit of a large 
educational institution. Participating in a security audit can be very trying for security officers 
partially due to an unclear understanding of their roles in the audit process. Most of the past work 
has focused on audit process from the perspective of the auditors. The audit process is broken in 
three different phases, pre-audit preparation, audit execution, and audit follow-up. The steps 
involved in each of the phases are clearly laid out in chronological sequence to make the process 
transparent. The paper focuses on the need for communication with the auditors, management, as 
well as IT staff in different audit tasks. It also emphasizes the need for a clear focus and metrics for 
ensuring clarity in the goals of the audit. This paper provides security officers with a clear process 
from their point-of-view that can be followed to improve transparency and to reduce anxiety and 
uncertainty.  
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