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Abstract. With the rise of global networks like the Internet the impor-
tance of workflow systems is growing. However, security questions in such
environments often only address secure communication. Another important
topic that is often ignored is the separation of duties to prevent fraud within
an organization. This paper introduces a model for separation of dutiesin
workflows that have been specified with Petri nets. Rules will be given as
facts of alogic program and expressed in propositional logic. The program
allows for simulating and analyzing workflows and their security rules dur-

ing build time.
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1 Introduction

It iswell known that many computer related criminal activities are performed by
insiders (Anonymous 1985, CSl 1999). One of the most prominent threatsis fraud
that is particularly difficult to detect in computerized environments such as workflow
systems. Therefore it is of great importance to implement mechanisms to prevent
such illegal activities. Separation of duties (SoD) has been identified by many authors
as an efficient mechanism to prevent fraud within organizations (Ahn and Sandhu
1999, Bertino et al. 1999, Bussler 1995, Sandhu 1990, Stormer et al. 2000). It isin
particular useful when applied to dynamic processes such as workflows. The physical
and logical separation of tasks and their subjects can improve the prevention of fraudu-
lent activities.

We present in this paper asimple logical representation for SoD rules that will re-
strict the execution of tasks by subjects, thus implementing a dynamic separation of
duties. The SoD analysis proposed will be done in two steps: in afirst step, logical
programming (Prolog) will be used to calculate all valid execution chains of a
workflow. In a second step, the result of the first step is used for further analysis (e.g.
workload). A Petri net (PN) will express syntax and semantics of the business proc-
under consideration. The formal approach has the advantage of being analyzable
before implementing a given workflow in a business environment. The specification
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can be searched for potentia flaws like deadlocks, non-reachable end-states, and contra-
dicting SoD rules.

The remainder of the paper has the following structure: Section 2 gives background
information on workflows, roles, SoD, PNs, and PN workflows. Section 3 introduces
an example that is used for illustration purposes throughout the paper. A formal SoD
model is described in Section 4. Section 5 uses logical programming to analyze SoD
rules of a business process. Section 6 discusses the findings of the paper, contrasts
them to related work, and mentions further research topics.

2 Background

2.1 Workflows

Workflow management is an essential research areain computer science. It is an
emerging technology used to automate and *‘ streamline’ frequent business processes.
This approach is especially useful for processes that rely on electronic documents
because the workflow management system (WfMS) can administer and process the
data objects. A workflow is an executable and computer-understandabl e business proc-
ess whose administration, modeling, and execution is supported by a software system
called WFMS. Before aworkflow can be executed, it has to be described in away, the
WfMS is able to understand. This description is called a workflow specification. The
definition is made during build time, i.e. before a workflow can be executed. During
run time of the system many instances of the workflow are generated according to the
specification. The main elements of aworkflow specification are

tasks,

subjects,

roles,

and the control flow.
A workflow consists of several tasks whose chronological and logical order is given
by the control flow. To describe atask, it has to be specified which subjects/roles are
allowed to execute the task. Subjects can be associated with persons but also with
machines and computer programs. For more comprehensive information see Cichocki
et a. 1998 and Georgakopoulos et al. 1995.

2.2 Roles

In aworkflow environment, usually tasks are not linked directly to subjects. The
concept of rolesforms a middle layer between subjects and tasks. Roles allow for
tying the execution of atask to a specific group of persons with specific skills or
qualifications. When a representative of arole leaves the company, task definitions can
remain unchanged. Just the role has to be ‘untied’ from that person (Lawrence 1993).
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An important field of applying the role concept is security. Access rights are en-
forced on roles and not on subjects which simplifies and cheapens security administra-
tion (cf. Proceedings of the 5" ACM Workshop on Role-based Access Control).

2.3 Separation of Duties

“SoD is a policy to ensure that failures of omission or commission within an or-
ganization are caused only by collusion among individuals and, therefore, are riskier
and less likely, and that chances of collusion are minimized by assigning individuals
of different skills or divergent intereststo separate tasks’ (Gligor et al. 1998).

SoD therefore is an important security mechanism to prevent fraud within an orga-
nization. Clark and Wilson (1987) stress the importance of SoD mechanisms in
commercial settings. Within a business process context SoD rules express task de-
pendencies and should be part of acompany’s security policy. Only recently the com-
bination of workflow management and SoD has found considerable interest in the
research community (Bussler 1995, Bertino et al. 1998, Stormer et al. 2000). In a
workflow context, SoD has to be divided and extended into static SoD (SSoD) and
dynamic SoD (DSoD). SSoD enforces certain rules during build time of the workflow.
SSoD rules are therefore part of the workflow specification. In contrast, DSoD is
enforced during run time. Examples: In aworkflow different roles are specified for
different tasks (SSoD). In atravel expenses workflow a manager should not be allowed
to apply for the reimbursement of (task 1) and approve (task 2) his own travel ex-
penses (DSoD). For the remainder of this paper we will concentrate on DSoD and call
it SoD if not otherwise stated.

2.4 Petri nets

Petri nets (PN) originated with Carl Adam Petri (Petri 1962). Nowadays, their the-

ory and application is a vast research area with many publications. This section gives
the basic definitions of Place/Transition Nets with arc weights equal to 1 (Reisig
1985).
Definition 1 (Petri net) A Petri net Nisatriple N= (P, T, F). Pisthefinite
set of the places, T the finite set of the transitionswith P C T = A& The flow relation
FisdefinedbyFi (P" TYE (T” P).Letyl P” T.-yiscalled the preset of y and
isdefinedby -y :={xT PE T|(x,y) 1 F}.y- iscalledthe postset of y and is de-
finedbyy- :={x1T PE T|(y,x)T F}.Anelementof -y andy- iscalled an input
place/transition and output place/transition, respectively.

Figure 1 shows an example of a Petri net consisting of the places p;, ... , psand
the transitions ay, al, a2, tf. The flow relation F equalsto F = {(p,, ay), (ay, p.), (ay,
p4), (p2, ab), (al p3), (p3, tf), (p4, a2, (a2 p5), (p5, tf), (tf, p6)}. The graphical
interpretation of a Petri net is a bipartite graph, i.e. places can only be connected to
transitions, transitions can only be connected to places. Places are represented graphi-
cally ascircles, transitions as rectangles. The graphical interpretation of an element (X,
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y) T Fisanarrow from x to y. The preset and postset of atransition are sets of places
— possibly empty. The preset and postset of a place are sets of transitions — possi-
bly empty, too. Some presets and postsets from the example are - tf = {p3, p5}, - p=

/E and tf- ={ p6} .
(s~ ot | —(e)

Manager

(o= s [~z2)

Employee Secretary

Oalint

Manager

Figure 1. Example of a Petri net

Definition 2 (Behavior of Petri nets) A marking M is a mapping M:P ®
N, that associates with each place a number of tokens. A transitiontiscalled acti-
vated under marking M, if M(p)>0 for all pl -t. An activated transition can fire If a
transition t fires, M changesto M” such that M (p)=M(p)-l (p,t)+l (t,p) for every place
of the net, where | (x,y)=1if (x,y)I Fandl (x,y)=0 otherwise.

The behavior of Petri nets shall beillustrated following the examplein Figure 1.
Let the start marking be M(pl)=1and M (p)=0for all other places. A token is put on
place pl. Transition ayis activated. If ayfires, the token from pl duplicates and
movesto p2 and p4. Transitions aland a2 are activated now. If alfires, the token
from p2 movesto p3. Similarly, if a2 fires, the token from p4 moves to p5. tf can
fire now, merging the tokens from p3 and p5 into a single token in p6. Now, there are
no more activated transitions.

Definitions 1 and 2 give the ‘classical’ definitions for Petri nets. During the last
years so called High Level Petri nets have been introduced. The major differences are
that the tokens can be distinguished (Jensen 1992).

2.4 Petri net workflows

The fundamental idea behind the connection of PNs with workflows is to associate
activities in the workflow with transitions in the PN. Through this association, the
execution of an activity can be interpreted as the firing of atransition. The flow rela-
tion of the PN gives the control flow of the workflow. The marking of a PN can be
associated with the state of the workflow. Start and end activities are derived from the
start and end marking of the net. Subjects and roles are interpreted as attributes of
transitions (Knorr 2000).
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Definition 3 (Petri net workflow) A Petri net workflow is a workflow whose
tasks and control flow are specified through a Petri net where T is the set of
tasks/transitions. Additionally, R is the set of roles and S the set of subjects. Func-
tionf,r: T® 2R assigns a set of roles to each task, f;: S® 2R aset of rolesto each
role.

Petri net workflows offer the following advantages: The ‘ correctness’ of their static
and dynamic properties can be proven. There are various publications on this topic
(Adam et al. 1998, Kindler and van der Aalst 1999, van der Aalst 1997). Note that it
is possible to perform a validity check of the specification before run time, preventing
any inconsistencies during execution resulting from an erroneous workflow specifica-
tion. Next to their formal definition, PN workflows have an intuitive graphical inter-
pretation that is well suited to express the dynamic nature of a workflow. Further-
more, PN could be used to standardize workflow specifications, an ongoing project led
by the Workflow Management Coalition?.

3 Sample business process

The last section introduced several concepts on an abstract level. This section gives
an example of a business process that will be used for illustration purposes through-
out the remainder of the paper. The business process deals with travel expenses reim-
bursement. Figure 1 shows the associated PN workflow. The workflow consists of
four tasks: in afirst task (ay), an employee applies for the reimbursement of his travel
expenses by filling out an application form. Two managers have to approve this re-
port (tasks aland a2). Finally, based on the approval of the managers a secretary will
transfer the money to the employee's bank account (tf). Note that an instance of this
workflow is created for every travel of an employee.

Formally, the set T of all transitionsis T={ay, al, a2, tf} and the set of roles R en-
compasses the manager, secretary and employee role, thus R={emp, man, sec} if the
roles are abbreviated. The role associated with each task in Figure 1 is written under
the corresponding transition (e.g. frg(ay)={emp} ). Let the subjects of the company be
Carpenter, Butcher, Snyder, Fisher, and the brothers A. Smith and B. Smith, thus S =
{car, but, sny, fis, sma, smb}. All six subjects are employees, Carpenter, Butcher and
B. Smith are managers, Fisher and Snyder are secretaries (therefore feg(fis) =
{emp,sec}). Note that every manager (or secretary) is an employee, too. The partial
order of roles builds up a so called role hierarchy.

Now we are ready to give SoD examples. The process definition in Figure 1 re-
quires that different tasks are performed by different roles (the tf task by a secretary and
the altask by a manager). That corresponds to SSoD rules. However, DSoD is of
greater interest in a workflow context. The following rules are reasonable for this
specific business process:

L 1n this definition 2* denotes the power set of A —the set of all subsets of A.
2 http://www.wfmec.org
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A manager should not be allowed to approve hisher own travel claim.
B. Smith should not be allowed to approve the claim of his brother A. Smith.
A secretary should not be allowed to transfer the refund of his/her own travel
eXpenses.
A manager should not be allowed to perform both approval tasksin the same
workflow instance.
These examples clearly state the need for aformal model for SoD that takes into
account the state of the underlying business process, which is the topic of the follow-
ing section.

4 Formalizing separation of duties

This section introduces a SoD model based on PNs. For this purpose, the rules of a
business process are stored in arule base (RB).
Definition 4 (SoD rule base) RB isaset of entries (rules) of the form

(s, 1) ® @ (s2, t2) @)

where (s1,t1),(s2,t2) T S~ T (Sisthe set of subjects and T is the set of tasks). A
rule saysthat if subject s1 has done task t1 then s2 must not do t2.

Next to this separation of duties, a delegation of dutiesis also imaginable: (s1, t1) ®
(s2, t2). If subject s has done afirst task it might be reasonable that s performs a
second task later on. Nevertheless, we restrict ourselves to separation since a delega-
tion can be expressed by excluding all other subjects from performing the second task:

SLt)® (2,t2) U [(sLt)® D(x,t2)"xT S\{s2}] )

This equivalence will generate alarge number of SoD rules. For a discussion of the
complexity of the SoD analysis see Section 6.
Not all rules given through (1) are meaningful. Therefore, the notion of soundness
isintroduced.
Definition 5 (Soundness) A rulein RB issound if and only if
1. fr(t)Cfx(S)* £ holdsfor both tuplesin equation (1), i.e. the subject matches the
role of the task.
2. t1<t2 holdsin equation (1), where ‘<’ indicates the partial order given by the
PNS3. SoD rules can only be enforced based on the *history’ of the workflow.
RB issound if al its rules are sound.

3 The second postulation in Definition 5 requires a partial ordering of the tasks. This only
holds for a special class of PNs — loop-free nets. For PNs with loops the ‘firing history’ of
the net has to be taken into account which makes the SoD rules more complex. We therefore
refrain from this approach.
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A sound RB of the example could contain the following rules (cf. the sample rules at
the end of Section 3):

(smb,ay) ® @(smb,al) and (smb,ay) ® @(smb,a?) plusthe samerulesfor the

two other managers Carpenter and Butcher.

(sma,ay) ® @(smb,al) and (sma,ay) ® @(smb,a?).

(fisay) ® d(fis,tf) and (sny,ay) ® @ (sny,tf).

(smb,al) ® @(smb,a2) and (smb,a2) ® @ (smb,al) plusthe samerulesfor the

other managers.
Definition 6 (Execution chain) Given astart and an end marking. An execu-
tion chain of a PN workflow isalist of subject/task pairs whose execution (firing of
the associated transitions by alegitimate subject) transforms the start marking into the
end marking. If there is no contradiction to the SoD RB, the execution chain is called
SoD validor just valid.

Examples from our sample: Let the start marking be M (p1)=1 (the marking of all
other places 0), the end marking be M(p6)=1 (the marking of all other places 0), and
L1, L2, L3 bethree lists with L1=[(fis,ay), (sma,al), (but,a?), (sny,tf)], L2=[(fis,ay),
(but,al), (but,a?), (fis,tf)], and L3=[(fis,ay), (car,al), (but,a?), (sny,tf)]. L1 is no exe-
cution chain since A. Smith is no legitimate subject for one of the approve tasks (a
manager is needed). L2 is an execution chain but not SoD valid since Fisher transfers
his/her own travel expenses and Butcher does both approval tasks. L3 is SoD valid.

5 Analyzing SoD rules

In this section, we use logical reasoning to analyze the SoD rules that have been
specified as part of a business process’ security policy. The purposeisto find all SoD
valid execution chains of a PN workflow given a sound SoD RB (cf. Definitions 3-6).

We make use of Prolog (Programming in logic) as the most popular logical pro-
gramming language, to be specific GNU Prolog Version 1.1.2 by Daniel Diaz (Diaz
1999). For a comprehensive introduction to logical programming see O’ Keefe (1990)
and Hogger (1990).

Prolog allows for representing knowledge in a declarative, explicit, and machine in-
dependent way. A logical program is compact and flexible because it resembles more a
specification than a traditional computer program. The result of a Prolog programisa
logical consequence of its input (facts) using resolution with its strict mathematical
background. A drawback in the use of Prolog is efficiency. Also, most implementa-
tions of Prolog mix declarative and procedural structures. Nevertheless, we will use
Prolog in the first processing step due to the advantages stated above.

Figure 2 shows that our approach is divided into two processing steps. The first
step uses two different input sets: the PN workflow specification and a sound SoD
rule base. Subsections 5.1, 5.2 and 5.3 show how to represent these setsin Prolog in
case of our example. The output of this first processing step are all valid execution
chains (Section 5.4). In a second processing step, these chains are used as input for
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further analysis such as workload management. Nevertheless, the focus of this paper is
on processing step 1.

To clarify the following program listings, some words about Prolog notation: The
number of arguments of apredicate is called arity and is added with a slash at the end
of the predicate (e.g.f i r e/ 3). Names of variables start with capital letters, constants
with lowercase letters. Lists are written in square brackets and we use commas to
separate the individual elements (L=[ p2, p4] ). Queries start with ?-. For more
information see the GNU Prolog Manual (Diaz 1999).

1. Frocms boda | | Peis ke fioalos Specilcsixr
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Figure 2. SoD analysis during build time

5.1 Petri netsin Prolog

According to Definition 1 a PN consists of places, transitions, and the flow rela-
tion. Those are represented through the predicates t r ansi ti on/ 1, pl ace/ 1, and
fl ow 2. Listing 1 shows the facts of our sample business case. The two predicates
preset/2 andpostset/ 2 givethe preset and postset of atransition and return
the corresponding marking (bagof / 3 is abuild-in predicate that stores all possible
unifications of avariable of a given expressionin alist). A marking is represented as
amulti set of placesthat in Prolog is represented as list L. Example: ?- post -
set (ay, L) resultsinL=[ p2, p4] . The f | ow 2-facts give the flow relation, i.e.
define which places are connected to which transitions and vice versa. Example:
(p4,a2) is an element of the flow relation, therefore f | ow p4, a2) isin thelisting.

The dynamic properties of a PN are expressed through the rule fire/ 3. In
fire(T, L1, L2) itischeckedif thefiring of transition T changes marking L1 to
L2. Thisisdone in several steps:

First of al, T hasto be atransition.

For T to be activated, the preset of T has to be a sublist (subset) of L1. The
subl i st/ 2 predicate (not shown in the listing) is used which returns true if
L isasublist of L1.
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If T fires, the marking changes: The preset of T is‘subtracted’ (set mi nus/ 3)
and the postset of T isadded (append/ 3). The new marking is returned in the
variableL 3.
Examples: ?-fire(ay, [pl],L) results in L=[p2,p4], ?- Fire(T,
[p2,p4],[p3,p4]) resultsin T=[al], while ?-Fire(ay, [p2,p4].,[p6]1)
resultsin failure.

transition(ay). transition(al). transition(a2). transition(tf).
place(pl). place(p2). place(p3).-place(p4). place(p5). place(pb).-
flow(pl,ay). flow(ay,p2). flow(ay,p4). flow(p2,al). flow(p4,a2).
flow(al,p3). flow(a2,p5). flow(p3,tfF). Flow(p5,tfF). Flow(tf,pb6).

preset(T,L):- bagof(X,flow(X,T),L). postset(T,L):-

bagof(X,flow(T,X),L).

Ffire(T,L1,L2):- transition(T), preset(T,L), sublist(L,L1),
setminus(L,L1,L3),postset(T,M), append(M,L3,L4),sort0(L4,L2).

Listing 1: Petri netsin Prolog

5.2 Organizational facts

Roles and subjects are important parts of aworkflow specification. Existing roles
are stored in the predicate role/ 1, subject information in the predicate subject/1.
The predicate play/2 alows for defining which subject can activate which role. Note
that three | etter abbreviations are used (man stands for the role manager, fis for the
subject Fisher). Finaly, roles need to be tied to tasks (transitions) which is done via
the predicate execute/2 (cf. Listing 2). Note that play/2 and execute/2 corre-
spond to the functions f iz and f; defined in Definition 3.

role(man). role(sec). role(emp).

subject(sma). subject(smb). subject(but).

subject(car). subject(fis). subject(sny).

play(sma,emp). play(smb,emp). play(but,emp). play(car,emp).
play(fis,emp). play(sny,emp). play(smb,man). play(car,man).
play(but,man). play(sny,sec). play(fis,sec).
execute(man,al). execute(man,a2).

execute(emp,ay). execute(sec,tf).

Listing 2: Organizational facts of the sample process

5.3 SoD data base

The predicate separ at e/ 2 defines which task/subject tuples should be separated
from others. Listing 3 shows the SoD RB for our sample process. The first six facts
state that managers must not approve their own claim. The next two facts prevent B.
Smith from approving the claim of his brother. Subsequently, the following two facts
make sure that secretaries do not transfer the money for their own travel expenses.
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Finally, the last six facts state that no manager can perform both approval tasks
within the same workflow instance.

% Managers must not approve their own claim
separate(perform(smb,ay),perform(smb,al)).
separate(perform(smb,ay),perform(smb,a2)).
separate(perform(car,ay),perform(car,al)).
separate(perform(car,ay),perform(car,a2)).
separate(perform(but,ay),perform(but,al)).
separate(perform(but,ay),perform(but,a2)).
% Brother example
separate(perform(sma,ay),perform(smb,al)).
separate(perform(sma,ay),perform(smb,a2)).
% Secretaries must not transfer their own money
separate(perform(fis,ay),perform(fis,tf)).
separate(perform(sny,ay),perform(sny,tf)).
% Managers must not do both approves
separate(perform(smb,al),perform(smb,a2)).
separate(perform(smb,a2),perform(smb,al)).
separate(perform(car,al),perform(car,a2)).
separate(perform(car,a2),perform(car,al)).
separate(perform(but,al),perform(but,a2)).
separate(perform(but,a2),perform(but,al)).

Listing 3: SoD database for the sample business process

5.4 Analysis predicates

The basis of the SoD analysis are the Prolog predicates generate_chain/3
and check_chain/1. Listing 4 shows the corresponding Prolog code. The first
predicate generates al possible execution chains. The definition of gener-
ate_chain/3 usesrecursion — avery powerful programming technique in Prolog.
The initialization utilizes the empty list if the markings L and M are permutations of
each other. In the body of the recursion it is checked whether subject S is able to
activate the correct role and the start marking L_s activates transition T.

The predicate check _chain/1 checksif an execution chain is SoD valid. The
predicateisinitialized with asingle list entry perform(S, T) where S hasto be a
subject and T atransition. Then — starting with the first element — all possible
separation tuples (second tuple in the separation facts) are stored in thelist L. If this
list isdigunct (checked by the predicate disjunct/2 not shown in Listing 4) from
the rest of the execution chain (Tai ), the predicate succeeds, otherwise fails. Finally,
the predicate valid_chains/3 returns all valid SoD chains in the variable
Val i dChai n.

generate_chain(L,M,[1):- permutation(L,M).
generate_chain(L_s,L_e,[perform(S,T)|L_v]):-

play(S,R), execute(R,T),

fire(T,L_s,L_t), generate_chain(L_t,L_e,L_v).
check_chain([perform(S,T)]):- subject(S), transition(T).
check_chain([H]Tail]):- bagof(X,separate(H,X),L),

disjunct(L,Tail), check_chain(Tail).
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valid_chains(StartM,EndM,ValidChain):-
generate_chain(StartM,EndM,L),
check_chain(L), ValidChain is L.

Listing 4: Prolog predicates used for SoD analysis

6 Discussion and further work

6.1 Discussion

The Prolog program discussed in Section 5 generates 28 possible execution chains:
1. [perform(sma,ay),perform(car,al), per-
form(but,a2),perform(fis,tf)]

2. [perform(sma,ay),perform(car,al), per-
form(but,a2),perform(sny,tf)]

58. [perform(sny,ay),perform(car,al), per-
form(but,a2),perform(fis,tf)]

A first analysis yields the following:
For theinitial marking M(p1)=1 and final marking M(p6)=1 (all other 0) there are
no deadlocks. For every employee in the example, the travel expenses workflow
can be finished. No workflow has to be canceled due to too restrictive SoD rules.
Although this statement may seem obvious for the example, in a more complex
setting it is not.
Every workflow requires four different personsfor its execution. Without the SoD
rules two persons would be sufficient (e.g. first three tasks by a manager, last one
by a secretary).
A further analysis of the valid execution chains can be used to do a ‘workload
management’. In the example, the managers Carpenter and Butcher have more
work because of the ‘brother rule’ (cf. Table 1).
The analysis shows that RB of the example contains no contradicting rules.

Some words about the complexity of the analysis: The Prolog program performs a
depth first search for all SoD valid execution chains of the workflow. The complexity
of the program grows with the number of places/transitions of the PN, SoD rules,
subjects, and roles. Consequently, the calculation for larger business processes can be
very demanding concerning time and resources. We clearly understand the need for
reduction techniques. Nevertheless, the analysisis designed to be done during build
time of the business process, so it is not time critical. The proposed Prolog program
uses the generate/test paradigm (cf. the vai | d_chai ns/ 3 predicate in Listing 4).
On the one hand this makes the code more comprehensible, on the other hand it is
very inefficient because the generate and check predicates could be combined to cause
an earlier back-tracking.

With minor modifications, the Prolog code can be used during run time, too. In
most WM Ss, when a subject logs into the system, a work list is generated that
shows all pending tasks for this subject. The generation of the work list can be sup-
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ported by our Prolog code. With the predicates defined in Section 5, a new predicate
conpl et e_chai n/ 1 could be defined to complete partial execution chains. Exam-
ple:

?-conmpl ete_chain([perform(fis,ay), perforn(car, al), X1, X2])
would result in Xl=perform(but,a2), X2=perforn(sny,tf) plus al
other possible completions. Note that usually a WfM S manages numerous business
processes and multiple instances of every process. Therefore an extension of the tuples
in the execution chains with an instance and process identification number is neces-
sary. Furthermore, in this case the computation would be time critical.

N(st) | sma] smb | car | but | sny | fis

ay | 4| 4 lalal a]a

al 10({10] O 0

0 8
a2 0 8 101 10) O 0
tf 0 0 0| O 14 | 14

Table 1: Statistical analysis of the sample workflow. N(s,t) is the number of
valid execution chains in which subject s performs task t

6.2 Related work

This paper introduced a SoD model based on Petri net workflows that was analyzed
through alogic program. There are more complex SoD models. Ahn and Sandhu
(1999) introduced RSL 99 (role based separation of duties |anguage) and Bertino et al.
(1999) proposed a comprehensive language to specify and enforce authorization con-
straints. Going beyond our model, these languages can express constraints such as‘a
manager can only execute a specific task five times' . Furthermore, use permissions for
operations on objects are an important issue.

Nevertheless, our rules are sufficient to ‘ catch’ many of the more prominent SoD rules
in today’ s business processes, our model is on a comprehensible level, and — most
important — the other languages are not based on Petri nets.

6.3 Future work

Future work will focus on the following issues:

Knorr and Stormer (2001) introduce atool that allows for graphically modeling
SoD rules on top of an existing process definition and analyzing them as pro-
posed in this paper. Interfaces will be provided for existing process definitions.
Security officers of acompany can then edit, model, simulate and analyze a secu-
rity policy prior to run time of their processes.

Our SoD model can be extended in several directions: (1) Within atask that re-
quires access to different data items, certain privileges may be prohibited by the
security policy of a company. E.g. a subject could not be allowed to change a
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document that he/she created in an earlier task. (2) Asindicated earlier, our SoD
model depends on loop-free PNs. For general PNs, the SoD model has to take
into account the history of task activations. (3) More complex SoD rules are
imaginable: A subject could be eligible for athird task if he/she performed afirst
and not a second task. Furthermore, role hierarchies and inheritance of privileges
are important features in commercial settings. A second task could only be per-
formed by arole higher (or lower) in a hierarchy than afirst task.

An empirical study —preferably in alarge company — hasto show if our model
issufficient for real business processes and security policies.
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