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Abstract— Wireless Ad hoc Body Area Networks are primarily
used in health-care applications for patient monitoring purposes.
Publisher-Subscriber driven Body Area Networks enable
publishers (medical sensors attached to patients) to disseminate
medical data to numerous mobile heterogeneous subscribers
(doctors or caregivers) through a subscription mechanism. Such
an environment raises serious security concerns due to the
privacy critical medical data coupled with the resource
constraints of individual body sensors. To address this problem,
we present an identity based key management scheme using
Identity-Based Encryption (IBE). IBE facilitates faster key set-up
in addition to being lightweight and energy-efficient. The
proposed scheme uses IBE to set up pair-wise symmetric keys to
preserve data confidentiality and integrity. Our prototype and
evaluation of the proposed model validate the approach.

I. INTRODUCTION

Wireless Sensor Networks have been applied in health-care
environments termed Wireless Ad hoc Body Area Networks,
also referred as Body Sensor Networks (BSN). BSN comprises
of a group of sensors either attached to or implanted inside the
human body. These sensors are often resource-constrained and
facilitate remote monitoring of patients in hospital or
emergency conditions thereby reducing health-care costs.

BSN differs from traditional sensor networks in several
ways. The main difference lies in the privacy-critical medical
data of patients. A BSN is a real-time system i.e. the collected
data has to be readily available in real-time in the event of an
emergency while failing to provide could result in severe life
threatening problems. Also, lifetime of BSNs is critical with
the pressing resource constraints of individual body sensors.

Security in BSN is of paramount importance due to the
criticality of the medical data coupled with the resource
constraints of individual body sensors requiring lightweight
solutions. Security must be provided between patients and
their authorized doctors/caregivers through key management
solutions.

Ideally, security solutions proposed for BSN must satisfy
the following security traits. For instance, medical data must
be accessible only by corresponding patients and his/her
authorized physicians thus ensuring confidentiality, as per

HIPAA regulations [28]. To prevent medical data from getting
into the hands of intruders/unauthorized people, medical data
must be authenticated. With authentication in place, medical
data must be integrity protected in order to prevent/detect data
tampering. Finally, this data needs to be received and
processed in real-time without incurring much delay.

In this paper, we consider publisher-subscriber driven body
sensor networks, a key enabler for the design and development
of CodeBlue system [2][3]. We propose a key management
scheme, IDKEYMAN, for this communication model using
Identity-Based Encryption (IBE). IBE facilitates faster key set
up in addition to incurring low overhead. We use IBE to set up
pair-wise symmetric keys between publishers and subscribers.
Our scheme preserves the confidentiality, authenticity and
integrity of safety critical medical data while also being
energy-efficient. We tested our scheme on Prowler [12], a
wireless sensor network simulator with Berkeley MICA mote
[27] as the targeted platform.

Il. RELATED WORK

Early research on key management for sensor networks
focused on symmetric key based approaches since public key
based approaches seemed to incur more overhead on the
motes. Probabilistic key management was proposed by [4],
where a pair of nodes wanting to communicate randomly picks
keys from a key pool and communicates using the common
shared key. Some variations were proposed to the above
scheme termed as g-composite schemes and random pair-wise
schemes in [7]. Q-composite scheme computes the pair-wise
keys based on the hash of g-pre-distributed keys that the
communicating entities share, thus decreasing the probability
of node compromise. Random key improves on the g-
composite scheme and further increases its resilience to node
compromise by randomly picking its communicating entities,
computing a random pair-wise key and attaching it to the key
ring of the sensor's ID. Liu et al. [5] further study the
probabilistic key approach proposed by [4] and construct a
pool of several polynomials to generate pair-wise keys in
contrast to key distribution based on a single polynomial to
increase robustness towards node capture. Zhu et al. [8]
combine the idea of probabilistic key approach and threshold
key sharing to compute a pair-wise key between



communicating entities. Du et al. [6] improve Blom's scheme
[20] and increase its network resilience by devising a pair-wise
key pre-distribution scheme based on multiple key spaces in
contrast to the single key space based approach proposed by
[20]. While these schemes proposed for traditional sensor
networks provide security support at the right time by resisting
attacks, they may not readily satisfy the stringent resource
constraints and real-time requirements of individual body
Sensors.

Recent research demonstrates public key methods such as
Elliptic Curve Cryptography (ECC) to be feasible on the
resource constrained motes [3]. Public key based approaches
offer several advantages over symmetric key based approaches
due to the ability to bootstrap security using a trusted
authority. Our scheme offers even more advantages that it
avoids the need for distributing public keys using trusted
authority since identity is used as the public key. Furthermore,
our scheme pre-deploys the motes with private keys making
the private key generator unnecessary.

Elliptic curve based approaches have been proposed in the
literature for security in sensor networks. Malasri et al. [1]
devised an authentication scheme and an ECC based secure
key exchange protocol for providing authentication of patients
thereby ensuring message integrity and confidentiality.
However, in contrast to their approach involving ECC, we
have used identity based cryptographic primitives since it
offers several advantages compared with ECC as mentioned
above. In their scheme, Message Authenticated Code (MAC)
was computed at every step of the key management process
which makes it resource intensive and introduces delay in
processing packets at the receiver. To minimize the processing
delay, our approach involves computing the MAC only during
data packet transmission phase.

Oliveira et al [9] proposed a security solution TinyTate for
sensor networks based on IBE and claimed it to be feasible on
the resource constrained motes. In contrast to their approach
involving a traditional sensor network with a standard
communication model, we consider body sensor networks that
comply with  Publisher-Subscriber model  practically
implemented in CodeBlue, one of the most complete
frameworks in the healthcare context. Their scheme involves
senders to broadcast their identities without any security
support which allows adversaries to launch DoS attacks by
broadcasting several fake identities draining the precious
power of the resource constrained motes. To prevent DoS
attacks, IDKEYMAN encrypts the identities of publishers
using the public keys of subscribers. Tan et al. [11] proposed
an ldentity-Based cryptographic approach for security in body
sensor networks which involves sensors to compute public
keys by applying hash function on an arbitrary number of
application dependent keys generated by them and stored on
their flash memory and perform regular elliptic curve
encryption/decryption using Elliptic Curve Digital Signature
Algorithm (ECDSA). Their approach not only increases the
storage on the flash memory but also incurs higher execution

time and energy consumption due to the overhead involved in
computing public keys. In contrast, our approach employs
similar but simple version of IBE by pre-deploying publishers
with the public key of the subscribers and using it to establish
session keys for data exchange periodically refreshed at
regular intervals.

While the above proposed approaches show significant
promise in providing security and privacy support, none have
taken into account minimizing the trade-off between energy
and security while addressing the key requirements of body
sensors such as energy conservation and faster execution, since
we believe that energy conservation is crucial for longer life
time of the sensors and faster execution is necessary for
meeting real-time deadlines. Thus, we attempt to propose such
a security solution that strikes a suitable balance between
providing robust security and minimizing the execution time
and energy consumption of individual body sensors.

Security for publisher-subscriber driven networks was
analyzed in [19] and key management based approaches have
been proposed in [16], [17] and [18] to ensure confidentiality,
integrity and availability. However, the applicability of these
networks to a health-care scenario was first investigated by
developers of CodeBlue, who utilized this model in their
system. We attempt to develop a key management mechanism
for CodeBlue system.

I1l. BACKGROUND

A. Publisher-Subscriber Architecture

In this architecture (Figure 1), publishers are the motes
attached to the patients and subscribers are their corresponding
authorized  doctors/care-givers  typically  holding a
PDA/Laptop. Publishers monitor vital body signs of the
patients and transmit the data to the subscribers who in turn
accordingly initiate responses. On the other hand, a subscriber
can also query the publisher real-time for patient's health
status. This kind of architecture is mainly suited to a multi cast
scenario where data from sender gets sent to multiple receivers
to co-ordinate their actions. This scenario is analogous to the
health-care environment where there can be more than one
authorized doctor/caregiver to diagnose a patient.
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Fig. 1. Publisher-Subscriber Architecture



B. Identity- Based Encryption (IBE)

IBE, a public key based technology (Figure 2) is recently
gaining attention among researchers due to rapid key
generation and therefore making expensive operations of PKI
unnecessary since node’s identification information is used as
the public key.

Typically nodes obtain their private key using a private key
generator on providing its identification information as input.
This is feasible compared to trusted certification authority
based approach employed in a traditional PKI.

Private key
Generator
(PKG) Fy Step 2:
Alice
authentic-
ates with
PKG to
Step 1: Bob obtain her
encrypts message private key
for Alice using
Public key: Alice

Bob Alice

Step 3. Alice
decrypts
message sent
by Bob using
her private key

Fig. 2. Identity Based Encryption

IBE is based on Identity based cryptography, initially
introduced by Adi Shamir in 1984. We found that traditional
IBE incurs greater overhead than symmetric key based
approaches [9]. Since, public key based approaches offer the
greatest advantage of bootstrapping security, we use IBE only
to exchange pair-wise symmetric keys between publishers and
subscribers. The symmetric keys are used in subsequent
communications thus reducing the computational overhead on
the publishers. We elaborate on our approach in the next
section.

IV. PROPOSED SCHEME: IDKEYMAN

We assume that authorized subscribers have access to the
medical records of their corresponding patients. Our proposed
scheme, IDKEYMAN, consists of two parts. We believe that it
is necessary to identify and authenticate publishers (patients)
during the key management phase. Let us look at the publisher
authentication model and the identity based key management
scheme below.

A. Publisher Authentication Model

In the publisher authentication model, RFID tags are
integrated with wearable medical sensors allowing them to
capture a unique identification (PID) of the patients. The
publisher gathers the PID information and includes it in the
key management scheme (See 4.2) where validation by
subscribers takes place before data transfer/communication
between publisher and subscriber takes place. Periodic
authentication of patients through RFID tags would be
essential to increase robustness of the system towards
adversaries launching malicious attacks.

RFID technologies have recently been extensively deployed
in hospitals [10] and we believe that this mechanism is
sufficient to identify patients in hospitals.

B. Identity- Based Key Management Scheme

In accordance with the NIST recommendation on key
management [26], our key management scheme (Figure 3)
operates in pre-operational, operational, post-operational and
destroyed phases.

Pre-operational phase:

We assume that each subscriber is pre-distributed with the
private key K and public key Ky, in addition to a function
that takes the ID of the publisher and outputs its corresponding
public key. The public key of the subscriber, Kgy is
programmed in the memory of the publishers. Let us look at
the steps outlined below.

Operational Phase:

Step 1: Initially, when the medical sensor attached to the
patient is powered on, the mote obtains the patient
identification information PID from the RFID tag attached to
the patient queried by RFID reader. Once the patient's
information PID is obtained, the mote collects PID, its id
MotelD, generates a nonce nl, encrypts message using public
key of the subscriber Kg, and sends it securely to the
subscriber. The main objective of using K, in the first place
is to encrypt the patient identification information making it
impossible for adversaries to spoof PID. Nonce nl is included
in the message to prevent replay attacks.

Step 2: The subscriber decrypts the received message using
its private key K and verifies the authenticity of this patient
using PID and MotelD. Then it uses received MotelD to
derive public key (K,s) for the corresponding publisher,
generates pair-wise secret keys, encrypts message using Ky
and sends it securely to the publisher. This message contains
the ids of both subscriber and publisher, ids and id,, pair-wise
secret key K along with the nonce that the publisher sent.

Step 3: The crucial part of our scheme is the confirmation
from subscriber that publisher has received the correct pair-
wise keys before initiation of medical data takes place. After
decrypting the message using K, and obtaining the pair-wise
secret keys, publisher sends a message containing its 1D and



subscriber's 1D encrypted using the pair-wise secret key K,
which is decrypted by subscriber and confirmed.

Step 4: Now, initiation of medical data takes place by
encrypting data using pair-wise secret key Ky along with the
identities of publisher and subscriber and a new value for
nonce computed using existing nonce.

Decrypt message (1) using Ks
Step 1 Verify RFID and MotelD
@M» Generate shared secret key
Encrypt with K(sub) K(p,s)
Compute f(MotelD)=k(pub)
Attach nonce n1

Step 2
(id(s).id(p).K(p.s).n1)
Encrypt with K(pub)

Decrypt message (2)
using K(p)
Verify id(p) and id(s)
with nonce n1

Step 3
Verification: (id(p),id(s))

-
Encrypted with K(p,s)

Decrypt (3) using K(p,s)
Verify id(p),id(s)

Step 4
DATA: (id(p).id(s).data, value(nl

Encrypted with K(p,s),integrity
protected with mac(K(p,s))

Publisher

IBE Public key of Publisher: K(pub)
IBE Private key of Publisher:K(p)

Decrypt (4) using K(p,s)
Initiate Responses

Subscriber

IBE Public Key of Subscriber:K(sub)
IBE Private Key of Subscriber:K(s)

Fig. 3. ldentity-based Key Management Scheme

A MAC (mac ) derived from pair-wise secret key K, is
used to protect the message from unauthorized message
tampering by adversaries. The subscriber decrypts it using the
pair-wise secret key K, and accordingly initiates responses.

Post-operational Phase:

The pair-wise secret keys are used as session keys for future
communications. To update the pair-wise secret keys, the
publisher and subscriber exchanges new values of nonces and
subscriber computes a new pair-wise key for communicating
with the publisher.

Destroyed Phase:

In the destroyed phase, there can be two kinds of cases that
need to be addressed with regard to key compromise. If the
public key of the subscriber is compromised, we need to re-
initialize the expensive pre-operational phase but there exists
no other way to fix this issue. On the other hand, if the pair-
wise or session key is compromised, initiating the key
agreement process will help solve the problem.

V. SECURITY ANALYSIS

We analyze our proposed scheme for resistance against
different kinds of attacks relevant to this application. Due to
the privacy critical nature of the medical data, identity and data

tampering attacks dominate this area of discussion.
Impersonation attacks are not possible since only legitimate
nodes have access to the public key of the subscriber. Even
without impersonation attacks, it is possible that attackers
replay old data that may be appropriate for the patients. In that
case, we require the subscribers to attach the nonces sent by
publishers to prevent replay attacks. Publishers typically buffer
their nonces to compare with those received from subscribers
to check for consistency. If any kind of inconsistency is
observed, the received packet is discarded.

Our scheme preserves the data integrity required for health-
care environments apart from confidentiality by computing a
MAC on the pair-wise symmetric key to provide increased
level of security. Thus any kind of data tampering or false data
injection attacks can be detected. Lastly, our scheme requires
the generation of different session keys for ensuing
communications by exchanging new values of nonces and old
keys are erased from memory to prevent key compromise.

VI. IMPLEMENTATION AND PERFORMANCE EVALUATION

We have implemented IDKEYMAN in Prowler [12], a
MATLAB based wireless sensor network simulator which
simulates the Mica2 platform in conjunction with a Pairing
Based Cryptography library (PBC) [13] in Perl to implement
identity based encryption. We chose AES block cipher for
symmetric encryption and SHA-1 for computing the hash
function used for MAC. The following are the time and energy
evaluations for the proposed scheme.

A. Energy Constraints

We evaluated the energy consumed in IDKEYMAN.
Typically, energy consumed by a key management mechanism
is determined by the energy required for execution of
cryptographic operations along with energy required for
transmission/reception. We begin our energy evaluation by
computing the energy consumed during execution of
cryptographic operations and also during
transmission/reception and finally end with stepwise energy
computations.

According to [15], we obtained the energy consumption for
identity based key negotiation to be 0.44J. The size of each
message is set to 512-bits depending on the key length and
application headers in our key management scheme.
According to [22], the transmission and reception of a single
byte of data requires 59.2juJ and 28.6uJ respectively. Thus the
transmission and reception of 512-bit message would consume
3.78mJ and 1.83mJ respectively. According to [22], energy
consumed by a SHA-1 hash function was 5.9uJ/byte. In our
scheme, a 160-bit hash function for computing the identity
based public key of the subscriber would consume 0.11mJ of
energy.

We used the 128-bit AES cipher for establishing the
symmetric key between publishers and subscribers. According
to [25], generating a shared secret key using AES cipher
consumes 7.87uJ of energy. According to [22], encryption and
decryption using AES cipher consumes 1.62uJ and 2.49pJ.



Thus the encryption and decryption of a 128-bit AES cipher
would consume 0.025mJ and 0.039mJ of energy. According to
[23], computing a MAC using AES consumes 2.31pJ/byte of
energy. Thus, computing a MAC using 128-bit AES would
consume 0.036mJ of energy.

With the above computed data, we have evaluated the
energy consumed at every step of our key management
mechanism. Table 1 shows the stepwise energy computations

for IDKEYMAN.
TABLEI
ENERGY CONSUMPTION OF IDKEYMAN

IDKEYMAN Energy Consumed
Step 1 0.44)
Step 2 0.44]
Step 3 5.6mJ
Step 4 5.7mJ
Total Energy 0.89J

B. Time Constraints

The following is the time analysis of IDKEYMAN. Similar
to energy computation, time taken by a key management
mechanism is determined by the time required for execution of
cryptographic operations along with time required for
transmission/reception.

According to [21], encryption and decryption using IBE
takes 35ms and 27ms respectively. We obtained both the
transmission and reception times of MICA motes from [29] to
be 0.41ms per byte. Thus the transmission and reception of
512-bit message would take 26ms. According to [24],
generating a shared secret key for a 32-byte packet using AES
takes 2070us. Thus generating a key using 128-bit AES would
take 1.033ms. SHA-1 hash function takes 1.62 ms for
computing the hash for 29 bytes of data according to [23].
Thus, a 160-bit hash function for computing the IBE public
key of the publisher would take 1.11 ms.

According to [23], encrypting 29 bytes of data using AES
takes 2.14ms. Thus, encryption using 128-bit AES would take
1.17 ms. Finally, computing a MAC using AES for 29 bytes of
data takes 5.34ms. Thus, computing a MAC using 128-bit
AES takes 2.94ms.

With the above computed data, we have evaluated the time
it takes to execute at every step of our key management
mechanism. Table 2 shows the stepwise time computations for

IDKEYMAN.
TABLE Il
EXECUTION TIME OF IDKEYMAN

IDKEYMAN Execution Time
Step 1 0.11s
Step 2 0.12s
Step 3 0.05s
Step 4 0.06s
Total time 0.34s

In our simulations, we considered the subscribers as motes

which resulted in similar message generation and verification
times with that of the publishers. In reality, since subscribers
typically hold PDAs/laptops having computation and
communication power significantly higher than that of the
motes, we expect this number to go down drastically.

C. Comparison

We compare the time and energy consumed in our approach
with that of other approaches as shown in Table 3.

TABLE Il
COMPARISON OF TIME AND ENERGY CONSUMPTION OF
DIFFERENT SCHEMES WITH IDKEYMAN

Scheme Execution Energy Consumed
Time
Malasri et al. [1] 18.41s 0.11J
Oliveira et al. [9] 0.06s 0.44)
Tanetal. [11] 2.70s 45.66J
IDKEYMAN 0.34s 0.89J

In Table 3, second column is the total time and third column
is the total energy needed to generate and verify packets using
keys. Table 3 and its corresponding graph (see figure 4) shows
that IDKEYMAN facilitates faster key set-up time and at the
same time consumes less energy compared with existing
approaches. The faster key set-up time and lesser energy
consumption is due to using the expensive IBE one-time to set
up pair-wise symmetric keys reducing the computational
overhead on the motes. Even though [9] executes the fastest
consuming less energy, its vulnerability to DoS attacks as
mentioned earlier prevents usage in safety-critical BSN.
Similarly the higher execution time of [1] and [11] may not be
suitable for deployment in real-time systems such as BSN.
Further, IDKEYMAN is a complete key management scheme
addressing pre-operational, operational, post-operational and
destroyed phases. Thus, IDKEYMAN balances robust security
with lesser energy consumption and faster execution making it
satisfy the prime requirements of BSNS.
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Fig. 4. Time and Energy Comparison with Existing Approaches



VII. CONCLUSION

In this paper, we have provided security and privacy support

for

publisher-subscriber driven wireless ad hoc body area

networks, by presenting IDKEYMAN, a key management
scheme using IBE. IDKEYMAN addresses the real-time and
stringent resource requirements of individual body sensors
while also being robust to attacks. We are currently working to
extend this scheme to an emergency response scenario.
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