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Abstract—Many Anti-Virus(AV) Systems are heterogeneous An essential piece is the logic used to select the inputs that the
compositions of components, with each component specially various components will work on, so that the computational
tuned to work on a certain class of threat. Each component may costs are kept low and the components are used only on the

have individually tunable parameters and different performance . . . . . .
characteristics. No general theory is known for composing such appropriate inputs. Another issue to consider is the settings of

components and assigning their individual parameters in order tunable parameters for the components. .
to ensure optimal resistance to attack. A particularly important A critical concern is whether the system, as a whole, is made

queStfionl Itsh pose(ti by 'thte pOSSibgi_?f/ of Otbfuscated fT;aWVT«’?]r_e, which more resilient to attack by virtue of its combination of compo-
m m in n Ireren mponents. | r : H o ;
in?(;dﬁges Z?ryasmeeworkofgrs m%deli(rau;a co(;ﬁpogg)teeAVs Systzggpss nents an.d _(?OI"IneCtIO_n lOglc.' A Spe(.:mc pmble_m is caused by
classifiers wired together using selectors. It then uses game theorythe pos§|b|l|ty of using various f"mt"AV j[echnlques, ,Sl_JCh as
to ana|yze possib|e attacks. According to the game ana|ysis’ usingobfuscat|0n, to game the Se|eCtI0n Of dlf'ferent ClaSSIerI’S. In
a selector is beneficial only when the cost of developing obfuscatedparticular, obfuscation may be used to fool a single detection
malware to game it is above a certain threshold. In this paper, component into making the wrong decision but, with selection
we thenderive the optimal configuration of detection components |o4ic added to the system, new obfuscation attacks are made
of an AV System such that the attacker’'s use of obfuscation is . . . . .
rendered ineffective. pqssmle directly on the selecﬂon_ logic. Thus new questlons
arise as to whether the compositions are more resistant than
the individual components, and how to assign any detector
l. INTRODUCTION parameters that are tunable. No generic framework or analysis
ANY computer defense systems rely on multiple conmethod is known for answering such questions.
ponents that are composed into a single system that, inThis paper proposes a modeling framework and analysis
combination, is used to defend against attacks. For exampkghnique that can help begin answering such critical ques-
a mail server may pass incoming mail to multiple Antitions. The framework for modeling heterogeneous AV Systems
Virus(AV) products from different vendors before letting thdreats them as a combination of classifiers connected together
mail through. And, at a finer level of granularity, a singleising probabilistic selectors. From such models, defense con-
AV product may also be composed of several discernibdtruction (AV Software setup) and attacks on them are treated
detector components. For example, a single product mag a game. For example, the virus-antivirus coevolution de-
include a component for matching cryptographic checksunssribed by [2] can be modeled as a game in this framework. A
for ordinary signatures, for so-called "x-ray” scanning, fogame theoretic analysis can then be performed that can expose
static behavior-based patterns, an emulation-based behapiotential attack weaknesses. By setting up a game using
matcher, and a run-time behavior matcher based on monitoriragiables in the models instead of actual constants, an abstract
hooked system calls [1]. game model can be constructed. Though game theory has
There are several important rationales for constructing héteen applied in computer science in semantics of programming
erogeneous AV Systems. First, it often is simply good softwal@nguages and logic systems(game semantics) [3], adversarial
engineering practice to decompose large systems into smalidgissification in KDD systems [4], and atrtificial intelligence
well-defined components. Second, it may be the case tfslt we apply it in a malware-anti-virus scenario and derive
certain detector components are applicable to only certdarmally some interesting relationships among the parameters
inputs. For example, an AV system’s static behavior patteaf the game.
matcher may be known to work well on only specific types of Using a sample play of a game with a two-component AV
malicious files. Third, there may be important performanc®ystem, the paper shows that interesting general characteristics
reasons for dividing the work up between components; of composite AV Systems can be extracted. Specifically, it
particular, certain components may incur much higher coroharacterizes the conditions in which the AV System as a
putational cost than others, so it is important to ensure thahole is made weaker by the addition of a selector and specific
they are used in those situations in which they are most likatlassifier. More specifically, we found that, first, within our
needed, and not on all files in general. Whatever the reasongdel setting, augmenting detection with a selector would not
for using multiple components, they must be wired together aways benefit the AV System. The selector’s value can be fully
a way that they work in coordination to perform the detectiomealized only when the cost of obfuscating malware is above



a certain threshold; secondly, the AV System is always betfer any given input all classifiers are run, and the outpugs ar
off by configuring its classifiers so as to render the use obmbined in some manner. An example is shown in Figure
obfuscation in malware ineffective, and this can be aclievé(a). In such configurations, well-understood analysishios
by decreasing the detection rate of the classifier desigmed $uch as boosting can be found in the classifier literature [7]
malware and increasing the detection rate of the classifieFor composite AV Systems such configurations are not
designed for the normal files. This implies that when cost dksirable since not only is it too costly to run all classgien
developing obfuscated malware is low and selection acguraall inputs, it is frequently the case that certain classfiare
is high, the difference in detection rates of the classifiespecialized to work only on certain subsets of the input spac
should be low for optimal performance of the AV System. The composite AV Systems can be modeled as a combination
The rest of the paper is organized as following: we give af classifiers connected together using probabilisticcsete
overview of the basic concepts from game theory in SectigRigure 1(b)). The selector performs some form of lightvatig
2. We then describe, in section 3, the design decisions uss@nning based on which it subjects the input to a specihlize
in modeling AV Systems.In section 4 we set up the Malwardassifier. For example, most second generation AV scanners
Author-AV System game and describe each play of the gamse as a selector a nearly exact identification method using
as a configuration followed by payoff decision trees for eadryptographic checksums ( [1], p.437-8) and then based on
player. In section 5 we compute expected payoffs for treelector’s decision subject the suspected file to a paati@i
players and derive relationships between tunable parasnetgorithmic scanning method ( [1], p.441) that can be consider
of the AV System and malware development cost. In Secti@s a specialized classifier.
6, we discuss the implication of our results and conclude theAs another example, consider the case of a normalizing
paper. detector for metamorphic malware similar to the one defined
in [8]. Although the algorithm used is more efficient than
II. BACKGROUND semantics-based static normalization approaches, thraator

Game theory, a branch of applied mathematics, is useiﬁ\tion is likely most helpful only for a small number of files

for making decisions in situations where two or more ration 0 for performance reasons the normalizer is likely to be-com

decision makers have conflicting interests. Applicatiors .|ned withase_lector cgmponent that can quick_ly fi!ter oet th
game theory attempt to find equilibria in these games-t les that are highly unlikely to need the normalization. Atfa

combination of the strategies for each agent in which noﬁéatsncal selector [9] might be used in combination with t

of the agents have incentive to change their strategy. Tﬁgrtmahzerr.l_lt selgqts thth?r thg |ntch0m|n% ftILe S Ilkelyllgie i
is an analytical tool that is especially valuable in anaigzi metamorphic and in need of going through the normalization

situations where there are strategic interactions amonlg migfocess described in [8]. In this way, the majority of files

tiple agents and each agent's behavior and consequences_rl]_% not be scrutinized by the more heavyweight normalizer.
intricately related to each other's iS is a classic instance of a specialized classifier ajgbroa

A game is a situation of strategic interdependence that
consists of a set of players, a set of strategies availalitose V. THE MALWARE AUTHOR-SECURITY ANALYST GAME

players, and a specification of payoffs for each combination
. . Malware authors always try to develop malware that evades
of strategies. The extensive and the normal forms are used,t

define noncooperative games-games in which the goal of egeﬁectlon by an AV System and the Security analyst will

player is to achieve largest possible individual gain. Amak afways try to come up with a design and configuration of an

. : o AV System that improves the detection rate. This situatim c
form representation of a game is a specification of players

strategy spaces and payoff functions that is graphicafiyere be modeled as a game. The players involved in this game are
gy sp pay grap V&€ malware author (MA) and security analyst (SA). The straegi
sented as a 2-d matrix for a two player gamestfategy space

for a player is the set of all strategies available to thayela for MA are either to develop a low cost unobfuscated malware

. . UM) or the more expensive obfuscated or metamorphic
where a strategy is a complete plan of action for every stage

-Malware (OM). The strategies for SA are either to use a single
of the game, regardless of whether that stage actuallysaris - . o .
. . . : classifier (C architecture) or two classifiers with a sel&aC
in play. A payoff functionfor a player is a mapping from the

cross-product of players’ strategy spaces to that playsats architecture) for the AV System as discussed in Section Ill.
P play gy sb P Vyse assume the strategies are pure for each player, though a

of payoffs. These payoffs are the sum of benefits and CO%3me with mixed strategies can also be modeled similarl
to the player obtained by choosing a strategy. The reader (%wn 9 -

. . e game can be described in normal form as in Figure
refer [6] for a thorough introduction to game theory. 2. MA's strategies are given in rows and SAs in columns.

Each play of the game is called a configuration and there
1. M ODELING HETEROGENEOUSAV SYSTEMS are four such configurations: UM-C (UMC), OM-C (OMC),
A simple AV System with a single detection component cadM-S2C (UMS2C) and OM-S2C (OMS2C). The payoffs for
be thought of, abstractly, as a classifier that classifiggjitsts each player are given in the pair for the corresponding pfay o
into one of possibly several categories. In this case, thetin the game where each player has chosen one of the strategies.
are potentially malicious programs, and the output classéBe first element of the pair is the expected payoff for the
might be, for example, clean, suspicious, and dirty. Cleessi Malware Author and the second element is the expected payoff
such as these may be connected together in parallel so fleatthe Security Analyst. The components of the AV System
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(a) C architecture (b) S2C architecture

Fig. 1: Methods of composing multiple classifiers in an AV 8ys

C S2C let pp denote the detection rate (true positive rate) of the
UM | (5o miare) | (firsac morsac) classifier, i.e. the probability that classifier correctlgtetcts
OM | (n8iicmome) | (m8iisecmoMsac) MA's malware. Since the classifier can also give false paesiti
when scanning through clean files, we denote the false pesiti
Fig. 2: The MA-SA game in normal form rate by pr. A classifier can be configured to operate at

a specific combination ofpp, pr) values on its Receiver

Operating Characteristics (ROC) curve, which specifies the
make classification and selection decisions based on whRgrmissible combinations for the device [10]. An ROC curve
the payoffs can be computed for each player for each decisigfresentp as an increasing concave function pf. We
path. The costs and benefits to players for various outcongsume that the ROC curve is given by the power function
and the parameters of the AV system components are described= P, With 0 < < 1.
below. In S2C architecture of the AV System, for the selector (S)

When normal files are sent to the AV System, SA derivest@e probability of selecting a normal input file as normal is

positive utility of v. We assume that if AV System successfullyx and the probability of selecting input that is malware as
detects the malware, she completely avoids any loss and Mplware isty,. The file selected as normal is directed to
getsyy; payoff (i; > 0 such that SA always has incentive to trythe lenient classifier (LC) and the file selected as malware
to block an attack). If AV System fails to detect the malwards directed to the stringent classifier (SC). The true pasiti
SA incurs a damage of and MA obtains a payoff ofi;, rate and the false positive rate of the stringent classi8e?)(
(un > ). Once the AV System detects malware, regardleissp?, andps. respectively. Similarly, the true positive rate and
whether it is true positive or false positive, we assume Sike false positive rate of the lenient classifier (LCpis and
would incur a cost of ¢ for taking appropriate steps to pr’otep% respectively.
itself. When MA notices that SA decides to configure the AV Figures 3, 4, 5, 7, 6, 8 give the decision trees for each
System such that it uses a Selector for pre-screening tosehoplayer for all the configurations of the game. Figure 4 givees t
between a lenient and stringent classifier, MA may attempt @gcision trees for SA for both UMC and OMC configuration
develop obfuscated malware to make the Selector send its §ilece the payoffs remain the same. The outcomes ‘Detected
to the lenient classifier. MA incurs an additional costaf and ‘Missed’ are represented by ‘+' and -, respectively, i
to develop obfuscated malware. The benefits and costs Hrese figures.

summarized in Table I. D
Malware al
Benefits Costs
Input Outcome | SA | MA | SA | MA
Normal Detected | v C K
Missed v l=pp =
Malware Detected [§ ; . ) ; : ;
(unobfuscated)Missed L‘i g Fig. 3: MA's payoff in configuration UMC
Malware Detected I c A
(obfuscated) Missed Lh d A

V. AV SYSTEM OPTIMAL PARAMETERS
TABLE I: Costs and benefits obtained by each agent for all we now analyze the different game configurations by
possible outcomes computing expected payoffs for the players. Maximizing the
expected payoffs under certain conditions can help turtieg t
In the single classifier architecture (C) of the AV SystenfV System parameters for optimal detection rates. This kind
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Fig. 5: MA's payoff in configuration UMS2C

Fig. 7: SA's payoff in configuration UMS2C
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Fig. 8: SAs payoff in configuration OMS2C

of analysis helps in deriving interesting relationshipsagen
various parameters in the game. These relationships aegl bas
on formal and rigorous analysis instead of ad hoc heuristics
The variables used in decision trees and the expressioow bel
are defined and explained in section IV and summarized in
Table I.

A. The UMC Configuration

In this configuration SA chooses to use only one classifier
and does not pre-screen incoming files, thus every file is
sent through the same classifier device. When the input file
is normal and the classifier C incorrectly classifies it as a
malware, the SA will get benefit for using the classifier
and incur a cost for incorrect classification of the input (see
Table 1). Thus, the payoff to SA will b& — ¢ (see Figure
4). As the probability of an input file being clean or normal
is 1 — A and the false positive rate of the classifier Cpjs,
the weighted payoff to SA i§1 — A\)pr(v — ¢). The expected
payoff for SA can be obtained by adding the weighted payoffs
for all other paths in the decision tree. The expected payoff
for SA in UMC configuration is:

moare =L = Npr(v =) + (L= X)(1 = pr)v+
App(—c) + A1 —pp)v
=v—(d+v)A—c(1 = Npr+ (d—c)\pp

SA can configurepp to its optimal value by maximizing
expected payoff for SA:

d(ﬂ-gﬁfc) -0 (1)
dpr
Solving (1) usingpp = pr" yieldspp, the optimal value of
PpD:

)



If « = (1 —X)/X is the ratio of normal files to malware,and

d = d/c is the damage to cost ratio agd= «/(6 — 1), then ir e pA(d—c)
(2) can also be written as: (1—tn)®p) = +inlpp) ~ = T—Ne ()
o= F } ﬁ Condition (6) is condition (3) in equilibrium. (7) can be ob-
b tained by replacing?, andp%, from (4) and (5), respectively,
_ _ in the left hand side and simplifying.
B. The UMS2C and OMS2C configuration From (3) (4), (5), (6) and (7) we obtain the following
In OMS2C configuration, the expected payoff for MA campropositions.
be computed from Figure 6 as: Proposition 1: For a given cost of obfuscation (fixef),
s L . ;
, P — pp IS increasing inty; andty if
wthsac =1~ i) (DB — A) + (L—pB)un — A+ PP PP N
tn {5 — A) + (1 — ph) (s — A)} Az tn(pn — m)[Pp —Pol + pn

=tn(pn — m) (P — %) + 0% — un) + pn — A and is decreasing ity andty otherwise.

If developing obfuscated malware is relatively costly {hiy),

MA would not choose to develop obfuscated malware, and
hence, as the selector’s accuracy improves, SA designs more
tn(un — ) (03 — p5) + pP (1 — pn) + pn — A <0 lenient classifier for those files selected as normal and & mor
stringent classifier for those files selected as malwares;Thu
as conventional wisdom would suggest, the differentiation
A >ty (un — )PP — p5) + un (3) between the detection rates for the two types of files ine®as

.. . when selector becomes better at discriminating the twostype

If condition (3) holds, then optimal values pf, andp, can .However, if the cost of obfuscation is sufficiently low, MA

be obtained _by maximizing the expected payoff_for SA I ould use obfuscation to beat the selector. But SA can render
UMS2C configuration. The expected payoff for SA in UMS2C ", oo . : o
As use of obfuscation ineffective by making the classifier

configuration can be computed from Figure 7 as: for files selected as malware less stringent and the classifie
morsac =(1 = Nin{ph(v —¢) + (1 — pE)vi+ for files selected as normal more stringent with an increase i

1M1 —t¢ S(y—c)+ (1 —pS)it+ selector’s accuracy.
\ ) VI )+ (1 =pp)v Proposition 2: For a given selection accuracy (i.e., fixed

If 78l soc < 0, MA will choose strategy UM. This occurs
when

and sinceu; — pp <0

A1 = tar){(pp(—c) + (1 — pp)(—d)}+ andty), p5, — p% is increasing in the cost of obfuscation as
Xear{pp(—c) + (1 = pd)(=d)} long as
Maximizing the above expression w.it;.,, we obtain: A <tn(pn = m)[Pp = Dbl + pn
(1= N)(1 —ty) A and is constant otherwise. _ 3
Pr = [—} When, for example, the detection rate of both classifiers
(d = c)Arty is same, i.e., their difference i8, MA will not invest on
It follows that: obfuscation as gaming the selector is of no use. On the other
i e 1=\ 1—ty 1771 hand,_wheln the detgction rate of one classifiet ignd the
Pp = Ll— TN T ;] (4) other is0, i.e., the difference is maximum, MA will try her

o best to game the selector by putting more effort for obfusnat
Similarly such that malware is directed to the classifier with the dietec
c  1-X\ tx 1} T rate 0. Of course, this configuration may not give optimal

- (5) expected payoff for SA due to increased false positives.

_L = . . .
pD_{d—c A 1—ty r x ; ; .
. . . . Proposition 3: For a given detection rate of the classifiers
Using notation from section V-A, (4) and (5) can be W”tterafixed S

— pk), the cost of obfuscation required to render
as

MA's use of obfuscation ineffective, increases with theesel

P = F L= tN} ] tor's accuracy.
T tu This proposition implies that with the increase of selgstor
and . accuracy, MA has more incentive to develop obfuscated
pE = F tn ]Tl malware. Therefore, to fully realize the benefits of having
r l—tm a selector to pre-screen incoming files, it should be costly
If enough for MA to develop obfuscated malware.

A < tn(pn — ) [PD — Bp) + kn

MA will choose the OM strategy but SA can render MA's use VI. ConcLusioN

of obfuscation ineffective if the optimal values pf, andpk [N this paper, we construct a stylized game theoretic model
satisfy to analyze the optimal configuration of a heterogeneous AV
A System with a selector component that pre-screens incoming

S L _ - ) .
Pp=Pp = tn(pn — ) ©6) files. Our model incorporates one crucial aspect of the game:



the strategic behaviour of malware authors who would invest
to develop obfuscation techniques trying to beat the salect
component of the AV System. Based on the analysis of our
model, we obtain the following implications for the desigrda
configuration of the classifiers.

When the cost of obfuscation for a malware author is
sufficiently low, the difference between the optimal dedtect
rates configured for the two classifiers will be decreasirtgén
selector’s accuracy. This implies that when the selectmrtsu-
racy increases, it is optimal for a security analyst to neamt
a less stringent classifier for malware and a more stringent
classifier for normal files. Thus, SA can render MAs use
of obfuscation ineffective by decreasing the differencehaf
detection rates of the two classifiers. Also, it was showin tha
the minimal cost for developing obfuscated malware sufficie
to game the selector increases with the accuracy of thetselec
Therefore, the cost of obfuscation should be considered an
important factor, in addition to the discriminatory powefr o
detection, when designing an AV System.
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