State University of New York at Albany

Acc 661. Auditing of Advanced Accounting Information Systems (Spring 2008)

Class Time: TUTH: 16:15-17:35 PM; Room: BA 223

	Instructor: Kinsun Tam (PhD)

Phone: (518) 442-4950

Office: BA 334
	Email: tam@albany.edu

Office Hours: Wed 15:00-17:00 PM. or by appointment

Class Page: http://www.albany.edu/faculty/tam/spring/661


WELCOME

The emphasis in the course is on gaining an in-depth understanding of the information security technologies necessary for auditing complex accounting information systems. ACC681 and ACC512 are prerequisites.  The course will involve a healthy mixture of theory, applications, technologies, and constant exposure to late-breaking developments in the field.  
Software introduced in this course could be malicious, and should not be installed in any computer on UAlbany’s network.

COURSE OBJECTIVES

By the end of the semester, you should be able to:

· Understand the technologies underlying security on the Internet 

· Understand methods for the detection of intruders and methods for gathering audit data for security 

· Understand tools available for security audits and their use

TEXTBOOKS 

REQUIRED

	DC
	David L. Cannon, Timothy S. Bergmann, Brady Pamplin; CISA Certified Information Systems Auditor Study Guide; ISBN 9780782144383; 2006 Ed; Wiley

	ES
	Edward Skoudis and Tom Liston; Counter Hack Reloaded:  A Step-by-Step Guide to Computer Attacks and Effective Defenses; ISBN 9780131481046; 2nd Ed; Prentice Hall PTR


REFERENCES

	UNIX Tutorials
	http://www.albany.edu/its/faq_guides/unix.html

In addition, you may like to refer to the UNIX Handbook (Computing Services Center, SUNY Albany, 1994).  Alternatively, however, you can access on-line unix manuals through the "man" command.

	SQL
	http://www.w3schools.com/sql/default.asp


FACILITIES

Make use of the facilities in the Accounting Department's Graduate Computer Laboratory.  You can work on any of the following machines via xwin-32 in the lab, or through ssh from home/lab:

(1) cayley.ba.albany.edu

(2) eve.albany.edu

NEWSGROUP/E-MAIL:

I shall be using the class newsgroup (sunya.class.acc661) extensively for making announcements regarding tests, homework, added links to this course homepage, etc. In fact, the newsgroup will be the primary means of communication between us outside of the class. You should post to the newsgroup all your questions and doubts for clarification. You are strongly encouraged to answer queries posted by others, and such responses will count towards class participation points for grading. You should communicate with me via e-mail only for individual questions.

COURSE CONDUCT

The course consists of lectures, homework, reports, presentations of assigned topics, and one test.
TEST:  The test will be conducted in class covering all materials from Jan 24, 2008 through April 3, 2008.

PRESENTATIONS:  Students will present before the class important developments in the information security and auditing field from the textbook CISA Certified Information Systems Auditor Study Guide (DC) between April 10 and May 6.  Presenters should provide copies of all presentation materials (PowerPoint slides, etc.) for everyone in class before the presentation.  Students (even not presenting) should read the assigned chapters before attending the presentation.

REPORTS:  Beginning on April 15, 2008, a report is due at the beginning of class every Thursday.  Pick a concept that you understand perfectly from the most recent two assigned readings, and write the report (one typewritten page or less) in your own words.  Spell-check and grammar-check your work before submitting.  Late report will not be evaluated.  Missed report cannot be made up. 

HOMEWORK:  All homework is due in one week at the beginning of class unless otherwise stated.  Homework must be done individually (not in groups).  Late submissions will not be evaluated.  Missed homework cannot be made up. 

CLASS PARTICIPATION & QUIZZES:  I ask questions in the class.  You are strongly encouraged to participate in class discussions.  Quizzes, if given, will be pre-announced.
ACADEMIC HONESTY

All assigned work must be done individually (not in groups).  While you are welcome to discuss with anyone, any submitted work must faithfully represent your OWN work and your OWN knowledge.

University policy pertaining to academic integrity is set forth in the current Graduate and Undergraduate Bulletins.  It is the student’s responsibility to become familiar with the standards, penalties and procedures contained therein.  Penalties for academic dishonesty of any nature are determined at the discretion of the instructor and are severe.  Such penalties include, among others, the assignment of a failing grade on an examination, paper or project and include also the assignment of a final course grade of ‘E’.  In addition, the matter may be referred to the University Judicial System and result in further penalties, including suspension and expulsion from the University.  Students attending this course will be held to the highest ethical standards of behavior and are cautioned that the Department of Accounting and Law requires strict compliance with all policies pertaining to academic integrity.  Accordingly, it is to be understood that students who commit any act of academic dishonesty will be penalized and that a possible result of academic dishonesty is the assignment of a failing grade in this course.

GRADING 

The letter grade for each student is determined relative to the rest of the class.  Students will be arranged in descending order of total points scored.  Gaps in that order will form the cut-off points for letter grades, including +/- grades, assigned in the course.

      40 points: Test (April 8, 2008) 

      30 points: Presentations 

      20 points: Homework  (HW1 - HW5)

      10 points: Reports

      10 points: Class participation and quizzes

      110 points: Total 

TENTATIVE SCHEDULE

	
	
	Lecture
	Reading
	Assignments

	
	
	
	
	

	Jan 24
	TH
	Introduction: Systems Skills
	ED1
	HW0: send self introduction to newsgroup

	Jan 29
	TU
	Unix
	ED3
	

	Jan 31
	TH
	Unix
	ED3
	HW1: shell script

	Feb 1
	TU
	DOS and Windows
	ED4
	

	Feb 5
	TH
	TCP/IP
	ED2
	HW2: batch file

	Feb 7
	TU
	TCP/IP
	ED2
	

	Feb 12
	TH
	Reconnaissance & whois
	ED5
	HW3: whois

	Feb 14
	TU
	Scanning
	ED6
	

	Feb 19
	TH
	NO CLASS 
	
	

	Feb 21
	TU
	Application and OS attack: IDS
	ED7
	

	Feb 26
	TH
	Application and OS attack: IDS
	ED7
	HW4: password attack

	Feb 28
	TU
	Application and OS attack: databases
	ED7
	

	Mar 4
	TH
	Application and OS attack: databases
	ED7
	

	Mar 6
	TU
	Application and OS attack: Piggyback SQL
	ED7
	

	Mar 11
	TH
	Application and OS attack: Piggyback SQL
	ED7
	

	Mar 13
	TU
	Application and OS attack: SQL constraint
	
	

	Mar 18
	TH
	Application and OS attack: SQL constraint
	
	HW5: computerized IC

	Mar 20
	TU
	Network attack; Denial-of-service
	ED8,9
	Survey over HW5

	Mar 25
	TH
	NO CLASS
	
	

	Mar 27
	TU
	NO CLASS 
	
	

	Apr 1
	TH
	Network attack; Denial-of-service
	ED8,9
	Survey over HW5

	Apr 3
	TU
	Maintain access; Cover tracks
	ED10,11
	

	Apr 8
	TH
	Test (Jan 24 through April 3 materials)
	
	

	Apr 10
	TU
	Secrets of a successful IS auditor
	DC1
	

	Apr 15
	TH
	Audit process
	DC2
	Report 1

	Apr 17
	TU
	IT Governance
	DC3
	

	Apr 22
	TH
	Networking Technology
	DC4
	Report 2

	Apr 24
	TU
	Life Cycle Management
	DC5
	

	Apr 29
	TH
	IT Service Delivery
	DC6
	Report 3

	May 1
	TU
	Information Asset Protection
	DC7
	

	May 6
	TU
	Disaster recovery and business continuity
	DC8
	Report 4
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