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Security Threats in the IoT
Ø Cyber attack on the Ukrainian power grid
Ø Power outage caused by hackers

Source: Comprehensive Analysis Report on Ukraine Power System Attacks
March 16, 2016 By Antiy Lab

Security in the IoT is essential, not just for information 
protection, but also for safety!
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IoT as a Huge Security Risk
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IoT vulnerabilities threaten the Internet itself

Oct. 21, 2016 outage map Source: Downdetector.com

Dyn attack: Oct. 21, 2016
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Reverse Engineering to showcase vulnerabilities
Ø From Academic Community
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Green Lights Forever
Ø Traffic lights in Ann Arbor (2014)
Ø Wireless traffic monitoring & mimicing

Traffic

Controller

Compromised

Traffic

Controller

Traffic lights and controller in Ann 
Arbor, Michigan

Ghena et al., “Green Lights Forever: Analyzing the 

Security of Traffic Infrastructure,” WOOT 2014.
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Eavesdropping and Attack 
Ø Pacemakers and Implantable Cardiac Defibrillators: 

Software Radio Attacks and Zero-Power Defenses 
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Security Analysis of a Modern Automobile 
Ø Eavesdropping packets in CAN Bus
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Wireless Carjackers
Ø https://www.wired.com/2015/07/hackers-remotely-kill-

jeep-highway/

Ø Uconnect over Sprint Network

https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/
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Controller Area Network (CAN)
Ø Developed by BOSCH as a multi-master, message broadcast system 
Ø Many short messages are broadcast to the entire network, which 

provides for data consistency in every node of the system
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Network architecture of a car

Ø Electronic Control Unit (ECU)
§ Sensors and actuators
§ Microcontroller 
§ Software

Ø Bus
§ Connects individual ECUs

Ø Interconnect between buses
11
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Example ECU (Freescale board EVB9512XF)

12

Power

CAN port

LEDs

Reset button

Microcontroller
(CPU + memory)

FlexRay port
Digital and 
Analog
I/O ports

CAN controller

Debug port
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Properties and Threat Models
Ø Secrecy/Confidentiality
§ Can secret data be leaked to an attacker?

Ø Integrity
§ Can the system be modified by the attacker?

Ø Authenticity
§ Who is the system communicating/interacting with?

Ø Availability
§ Is the system always able to perform its function? 

Ø Need to think about Threat (attacker) Models



14

What is network security?
Ø confidentiality: only sender, intended receiver should “understand” message contents
n Method – encrypt at sender, decrypt at receiver
n A protocol that prevents an adversary from understanding the message contents is said to provide confidentiality.
n Concealing the quantity or destination of communication is called traffic confidentiality.

Ø message integrity: sender, receiver want to ensure message not altered (in transit, or 
afterwards) without detection

n A protocol that detects message tampering provides data integrity. 
n The adversary could alternatively transmit an extra copy of your message in a replay attack.
n A protocol that detects message tampering provides originality.
n A protocol that detects delaying tactics provides timeliness.
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What is network security?
Ø authentication: sender, receiver want to confirm identity of each other 
§ A protocol that ensures that you really are talking to whom you think you’re talking is said to provide authentication.
§ Example: DNS Attack [correct URL gets converted to malicious IP]

Ø access and availability: services must be accessible and available to users
§ A protocol that ensures a degree of access is called availability.
§ Denial of Service (DoS) Attack

§ Example: SYN Flood attack (Client not transmitting 3rd message in TCP 3-way handshake, thus consuming server’s resource)
§ Example: Ping Flood (attacker transmits ICMP Echo Request packets)
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There are bad guys (and girls) out there!
Q: What can a “bad guy” do?
A: A lot! 
§ eavesdrop: intercept messages
§ actively insert messages into connection
§ impersonation: can fake (spoof) source address in packet (or any field in packet)
§ hijacking: “take over” ongoing connection by removing sender or receiver, 

inserting himself in place
§ denial of service: prevent service from being used by others (e.g.,  by overloading 

resources)
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Cryptography in Insecure Network
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The language of cryptography

m plaintext message

KA(m) ciphertext, encrypted with key KA

m = KB(KA(m))

plaintext plaintextciphertext

K
A

encryption
algorithm

decryption 
algorithm

Alice�s 
encryption
key

Bob�s 
decryption
key

K
B
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Symmetric key cryptography

symmetric key crypto: Bob and Alice share same (symmetric) key: Ks

Ø e.g., key is knowing substitution pattern in mono alphabetic 
substitution cipher

Q: how do Bob and Alice agree on key value?

plaintextciphertext

K S

encryption
algorithm

decryption 
algorithm

K S

plaintext
message, m

K    (m)
S

m = KS(KS(m))
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Simple encryption scheme
substitution cipher: substituting one thing for another

§ monoalphabetic cipher: substitute one letter for another
plaintext:  abcdefghijklmnopqrstuvwxyz

ciphertext:  mnbvcxzasdfghjklpoiuytrewq

Plaintext: bob. i love you. alice
ciphertext: nkn. s gktc wky. mgsbc

e.g.:

Encryption key: mapping from set of 26 letters
to set of 26 letters
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Breaking an encryption scheme
Ø cipher-text only attack: Trudy has 

ciphertext she can analyze
Ø two approaches:
§ brute force: search through all keys 
§ statistical analysis

Ø known-plaintext attack: Trudy has 
plaintext corresponding to ciphertext
[when an intruder knows some of the 
(plain, cipher) pairings]

§ e.g., in monoalphabetic cipher, Trudy determines 
pairings for a,l,i,c,e,b,o,

Ø chosen-plaintext attack: Trudy can get 
ciphertext for chosen plaintext

§ If Trudy could get Alice to send encrypted 
message, “The quick brown fox jumps over the 
lazy dog”, then the encryption is broken.
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Polyalphabetic Cipher

Ø n substitution ciphers, C1,C2,…,Cn

Ø cycling pattern:
§ e.g., n=4 [C1-C4], k=key length=5: C1,C3,C4,C3,C2;  C1,C3,C4,C3,C2; ..

Ø for each new plaintext symbol, use subsequent substitution pattern in 
cyclic pattern

§ dog: d from C1, o from C3, g from C4

Encryption key: n substitution ciphers, and cyclic             pattern
§ key need not be just n-bit pattern

• Chosen-plaintext attack. In a chosen-plaintext attack, the intruder is able to
choose the plaintext message and obtain its corresponding ciphertext form. For
the simple encryption algorithms we’ve seen so far, if Trudy could get Alice to
send the message, “The quick brown fox jumps over the lazy
dog,” she could completely break the encryption scheme. We’ll see shortly that
for more sophisticated encryption techniques, a chosen-plaintext attack does not
necessarily mean that the encryption technique can be broken.

Five hundred years ago, techniques improving on monoalphabetic encryption,
known as polyalphabetic encryption, were invented. The idea behind polyalpha-
betic encryption is to use multiple monoalphabetic ciphers, with a specific monoal-
phabetic cipher to encode a letter in a specific position in the plaintext message.
Thus, the same letter, appearing in different positions in the plaintext message,
might be encoded differently. An example of a polyalphabetic encryption scheme is
shown in Figure 8.4. It has two Caesar ciphers (with k = 5 and k = 19), shown as
rows. We might choose to use these two Caesar ciphers, C1 and C2, in the repeating
pattern C1, C2, C2, C1, C2. That is, the first letter of plaintext is to be encoded using
C1, the second and third using C2, the fourth using C1, and the fifth using C2. The
pattern then repeats, with the sixth letter being encoded using C1, the seventh with
C2, and so on. The plaintext message “bob, i love you.” is thus encrypted
“ghu, n etox dhz.” Note that the first b in the plaintext message is encrypted
using C1, while the second b is encrypted using C2. In this example, the encryption
and decryption “key” is the knowledge of the two Caesar keys (k = 5, k = 19) and
the pattern C1, C2, C2, C1, C2.

Block Ciphers

Let us now move forward to modern times and examine how symmetric key encryp-
tion is done today. There are two broad classes of symmetric encryption techniques:
stream ciphers and block ciphers. We’ll briefly examine stream ciphers in Section
8.7 when we investigate security for wireless LANs. In this section, we focus on
block ciphers, which are used in many secure Internet protocols, including PGP
(for secure e-mail), SSL (for securing TCP connections), and IPsec (for securing the
network-layer transport).

678 CHAPTER 8 • SECURITY IN COMPUTER NETWORKS

Plaintext letter: a b c d e f g h i j k l m n o p q r s t u v w x y z
C1(k = 5): 
C2(k = 19): 

f g h i j k l m n o p q r s t u v w x y z a b c d e
t u v w x y z a b c d e f g h i j k l m n o p q r s

Figure 8.4 ! A polyalphabetic cipher using two Caesar ciphers
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Block vs Stream Cipher
Ø Block ciphers process messages into blocks, each of which is 

then en/decrypted 
§ 64-bits or more 
§ Example: DES, AES

Ø Stream ciphers process messages a bit or byte at a time when 
en/decrypting

§ Example: WEP (used in 802.11)

Ø Brute Force attack is possible if few number of bits are chosen
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Cipher Block Chaining
Ø Plaintext block is XORed with the 

previous block’s ciphertext before 
being encrypted. 

§ Each block’s ciphertext depends on the 
preceding blocks

§ First plaintext block is XORed with a 
random number. 
ü That random number, called an initialization vector (IV), 

is included with the series of ciphertext blocks so that 
the first ciphertext block can be decrypted.

ciphertext
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Symmetric key crypto: DES
DES: Data Encryption Standard
Ø US encryption standard [NIST 1993]

Ø 56-bit symmetric key, 64-bit plaintext input
Ø block cipher with cipher block chaining

Ø how secure is DES?

§ DES Challenge: 56-bit-key-encrypted phrase, decrypted (brute force) in 
less than a day

§ no known good analytic attack
Ø making DES more secure:

§ 3DES: encrypt 3 times with 3 different keys
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Symmetric key crypto: DES

Ø initial permutation (on 64 
bits)

Ø 16 identical “rounds” of 
function application

§ each using different 48 bits of key
§ rightmost 32 bits are moved to 

leftmost 32 bits

Ø final permutation (on 64 
bits)

DES operation

Kaufman, Schneier, 1995
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AES: Advanced Encryption Standard
Ø symmetric-key NIST standard, replaced DES (Nov 2001)
Ø processes data in 128 bit blocks
Ø 128, 192, or 256 bit keys
Ø brute force decryption (try each key) taking 1 sec on DES, 

takes 149 trillion years for AES
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Public Key Cryptography
symmetric key 

crypto
Ø requires sender, receiver know 

shared secret key
Ø Q: how to agree on key in first 

place (particularly if never 
“met”)?

public key crypto
§ radically different approach 

[Diffie-Hellman76, RSA78]
§ sender, receiver do not share 

secret key
§ public encryption key known 

to all
§ private decryption key known 

only to receiver
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Public key cryptography

plaintext
message, m

ciphertextencryption
algorithm

decryption 
algorithm

Bob�s public 
key 

plaintext
messageK  (m)

B
+

K 
B
+

Bob�s private
key 

K 
B
-

m = K  (K  (m))
B
+

B
-
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Public key encryption algorithms

need K  ( ) and K  ( ) such thatB B
.

given public key K  , it should be 
impossible to compute private key K  

B

B

requirements:

1

2

RSA: Rivest, Shamir, Adelson algorithm [1999]

+ -

K  (K  (m))  =  m 
BB

- +

+
-

RSA’s security relies on the difficulty of finding p and q knowing only n (the 
“factorization problem”). 
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Prerequisite: modular arithmetic
Øx mod n = remainder of x when divide by n
Øfacts:

[(a mod n) + (b mod n)] mod n = (a+b) mod n
[(a mod n) - (b mod n)] mod n = (a-b) mod n
[(a mod n) * (b mod n)] mod n = (a*b) mod n

Øthus
(a mod n)d mod n = ad mod n

Øexample: x=14, n=10, d=2:
(x mod n)d mod n = 42 mod 10 = 6
xd = 142 = 196   xd mod 10  = 6 
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RSA: getting ready
Ømessage: just a bit pattern
Øbit pattern can be uniquely represented by an integer 

number 
Øthus, encrypting a message is equivalent to encrypting a 

number
example:
Ø m= 10010001 . This message is uniquely represented by the decimal number 145. 

Ø to encrypt m, we encrypt the corresponding number, which gives a new number (the ciphertext).
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RSA: Creating public/private key pair

1. choose two large prime numbers p, q.
(e.g., 1024 bits each)

2. compute n = pq,  z = (p-1)(q-1)

3. choose e (with e<n) that has no common factors
with z (e, z are �relatively prime�).

4. choose d such that ed-1 is  exactly divisible by z.
(in other words: ed mod z  = 1 ).

5. public key is (n,e). private key is (n,d).

K B
+ K B

-
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RSA: encryption, decryption

0. given (n,e) and (n,d) as computed above

1. to encrypt message m (<n), compute
c = m   mod ne

2. to decrypt received bit pattern, c, compute
m = c   mod nd

m  =  (m   mod n)e mod ndmagic
happens!

c
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RSA example:
Bob chooses p=5, q=7.  Then n=35, z=24.

e=5 (so e, z relatively prime).
d=29 (so ed-1 exactly divisible by z).

bit pattern m me c = m  mod  ne

0000l000 12 24832 17
encrypt:

encrypting 8-bit messages.

c m = c  mod  nd

17 481968572106750915091411825223071697 12

c d
decrypt:
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Why does RSA work?
Ø must show that cd mod n = m 

where c = me mod n
Ø fact: for any x and y: xy mod n = x(y mod z) mod n
§ where n= pq and z = (p-1)(q-1)

Ø thus, 
cd mod n = (me mod n)d mod n

= med mod n 
= m(ed mod z) mod n
= m1 mod n
= m
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RSA: another important property

The following property will be very useful later:

K  (K  (m)) =  m 
BB

- +
K  (K  (m))

BB
+ -

=

use public key first, 
followed by private 

key 

use private key first, 
followed by public 

key 

result is the same!
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How is it possible? 

follows directly from modular arithmetic:

(me mod n)d mod n = med mod n
= mde mod n
= (md mod n)e mod n 
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Why is RSA secure?

Ø suppose you know Bob’s public key (n,e). How hard is it to 
determine d?

Ø essentially need to find factors of n without knowing the 
two factors p and q 

§ fact: factoring a big number is hard
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RSA in practice: session keys
Ø exponentiation in RSA is computationally intensive
Ø DES is at least 100 times faster than RSA
Ø use public key crypto to establish secure connection, then 

establish second key – symmetric session key – for 
encrypting data

session key, KS
Ø Bob and Alice use RSA to exchange a symmetric key KS

Ø once both have KS, they use symmetric key cryptography
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Authentication

Goal: Bob wants Alice to “prove” her identity to him

Protocol ap1.0: Alice says �I am Alice�

Failure scenario??
�I am Alice�
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in a network,
Bob can not �see� Alice, so 

Trudy simply declares
herself to be Alice�I am Alice�

Authentication

Goal:  Bob wants Alice to �prove� her identity to him

Protocol ap1.0: Alice says �I am Alice�
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Authentication: another try

Protocol ap2.0: Alice says �I am Alice� in an IP packet
containing her source IP address 

Failure scenario??

�I am Alice�Alice�s 
IP address
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Trudy can create
a packet �spoofing�

Alice�s address
�I am Alice�Alice�s 

IP address

Authentication: another try

Protocol ap2.0: Alice says �I am Alice� in an IP packet
containing her source IP address 
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Protocol ap3.0:  Alice says �I am Alice� and sends her
secret password to �prove� it.

Failure scenario??

�I�m Alice�Alice�s 
IP addr

Alice�s 
password

OKAlice�s 
IP addr

Authentication: another try
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playback attack: Trudy records 
Alice�s packet

and later
plays it back to Bob 

�I�m Alice�Alice�s 
IP addr

Alice�s 
password

OKAlice�s 
IP addr

Authentication: another try

�I�m Alice�Alice�s 
IP addr

Alice�s 
password

Protocol ap3.0:  Alice says �I am Alice� and sends her
secret password to �prove� it.
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Authentication: yet another try

Protocol ap3.1:  Alice says �I am Alice� and sends her
encrypted secret password to �prove� it.

Failure scenario??

�I�m Alice�Alice�s 
IP addr

encrypted 
password

OKAlice�s 
IP addr
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record
and

playback
still works!

�I�m Alice�Alice�s 
IP addr

encrypted
password

OKAlice�s 
IP addr

Authentication: yet another try

�I�m Alice�Alice�s 
IP addr

encrypted
password

Protocol ap3.1:  Alice says �I am Alice� and sends her
encrypted secret password to �prove� it.
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Goal: avoid playback attack

Failures, drawbacks?

nonce: number (R) used only once-in-a-lifetime
ap4.0: to prove Alice �live�, Bob sends Alice nonce, R.  Alice

must return R, encrypted with shared secret key

�I am Alice�

R

K    (R)A-B
Alice is live, and only 
Alice knows key to 
encrypt nonce, so it 

must be Alice!

Authentication: yet another try
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Authentication: ap5.0
Ø ap4.0 requires shared symmetric key 
Ø can we authenticate using public key techniques?
Ø ap5.0: use nonce, public key cryptography

�I am Alice�

R
Bob computes

K   (R)A
-

�send me your public key�

K  A
+

(K  (R)) = RA
-

K   A
+

and knows only Alice could 
have the private key, that 

encrypted R such that

(K  (R)) = RA
-

K  A
+
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ap5.0: security hole
man (or woman) in the middle attack: Trudy poses as Alice (to Bob) 
and as Bob (to Alice)

I am Alice I am Alice
R

T
K   (R)-

Send me your public key

T
K   

+
AK   (R)-

Send me your public key

A
K   +

TK   (m)
+

T
m = K  (K   (m))+

T
-

Trudy gets

sends m to Alice 
encrypted with 

Alice�s public key

AK  (m)
+

A
m = K  (K   (m))+

A
-

R
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ap5.0: security hole

difficult to detect:
§ Bob receives everything that Alice sends, and vice versa. (e.g., so Bob, 

Alice can meet one week later and recall conversation!)
§ problem is that Trudy receives all messages as well! 

man (or woman) in the middle attack: Trudy poses as Alice (to Bob) 
and as Bob (to Alice)
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Digital signatures 
cryptographic technique analogous to hand-written 

signatures:
Ø sender (Bob) digitally signs document,  establishing he is document owner/creator. 
Ø verifiable, nonforgeable: recipient (Alice) can prove to someone that Bob, and no one else 

(including Alice), must have signed document 
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Digital signatures 
simple digital signature for message m:
Ø Bob signs m by encrypting with his private key KB, creating “signed” message, KB(m)

-
-

Dear Alice
Oh, how I have missed you. I 
think of you all the time! 
…(blah blah blah)

Bob

Bob�s message, m

Public key
encryption
algorithm

Bob�s private
key 

K B
-

Bob’s message, m, 
signed (encrypted) with 

his private key

m, K B
-

(m)
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-

Digital signatures 

Alice thus verifies that:

§ Bob signed m
§ no one else signed m
§ Bob signed m and not m‘

non-repudiation:

üAlice can take m, and signature KB(m) to court and 
prove that Bob signed m

-

§ suppose Alice receives msg m, with signature: m, KB(m)

§ Alice verifies m signed by Bob by applying Bob�s public key KB to KB(m) 
then checks KB(KB(m) ) = m.

§ If KB(KB(m) ) = m, whoever signed m must have used Bob�s private key.
-

--

+

+ +
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Intro to SSL/TLS Based on Certificates

Account balance
Make wire transfer

Internet

Eavesdropper

ID/PasswordBrowser (client)
Your bank (server)Message Encryption

How can we securely share the secret?

Shared secret: Cryptographic key for encryption 
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Intro to SSL/TLS Based on Certificates

Ø Public key cryptography (e.g., RSA)

Browser (client)

Secret to be shared
Encrypted With Bank's 

Public Key
Bank's

Public Key
Bank's

Private Key

Your bank (server)

Decrypted With
Bank's Private Key
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Intro to SSL/TLS Based on Certificates

Ø However, even with public key cryptography…
Browser (client) Your bank (server)

Bank's
Public Key

Bank's
Private Key

Fake website &
Malory's Public Key

Encrypted With Malory's 
Public Key

Malory
"Man In The Middle"

Decrypted With
Malory's Private Key

Encrypted With Bank's 
Public Key

Malory's
Public Key

Malory's
Private Key

Spoof network address to redirect client to 
fake website
(e.g. DNS cache poisoning)

www.bankofamerica.com
=> Malory's IP address

http://www.bankofamerica.com/
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Signing a Message
Ø Each participant has two keys, a public and a private one.

Ø A message is encrypted with the private key and both the 
message and its encryption are sent.

Ø The encrypted part can be decrypted with the public key. 
If it matches the plaintext message, the signature is valid.
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Intro to SSL/TLS Based on Certificates
A (Digital) Certificate (Proof of Public Key's Authenticity)

Signed (encrypted)* with issuer 
(CA)'s Private key

Can only be decrypted (verified) with 
issuer (CA)'s matching public key!

• www.bankofamerica.com

• Additional Information: validity period, etc.

• Bank's public key

Actually the hash of data is encrypted (signed), and the result of 
decryption is also hash

• Digital Signature

• Name of certificate authority (CA)
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Intro to SSL/TLS Based on Certificates

Browser (client) Your bank (server)

CAs  Issues a certificate for Bank

Connects to www.bankofamerica.com

CA Certificates
(embedded in browser)

Bank's certificate issued by CA

Verify Bank's certificate
with CA's certificate

Malory's (invalid)certificate
insisting ownership of domain

Can't be verified!
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Issues with Using SSL/TLS for IoT
Ø Overhead for resource-constrained devices
§ Energy/computation overhead for public key crypto, communication bandwidth, memory, etc.

Ø Limited support one-to-many communication
§ Connections are 1-to-1 (server/client model)

Thermostat

Sensors

HVAC

Garage door

Vehicle

Fridge

Microwave

Washing 
Machine

Roomba

Mobile phoneRemote door
control

Certificates
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Security: Exploiting Locality 

Best Paper Award
IoTDI 2017 (IoT Design and
Implementation) 

IT Professional
2017
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Smart Gateways: Exploiting Locality

Smart gateways will likely 
eventually replace network access 
points and will provide local 
authentication and authorization 
services.

Cloud-based 
service
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Future of CPS Design
Ø Rising trend: combine model-based design with data-

driven methods (learning from data)

Ø This course discussed how design is done today, but you 
can be sure that the technology will change!

Ø The goal of this course has been to give you what you 
need to think critically about the technology.


