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1. Introduction and overview

This report is the product of aworkshop that explored judgment and decision making
concerning extreme events. This workshop brought together a diverse group of researchers, to
examine how to advance our understanding of judgment and decision making related to extreme
events.

The Extreme Event Decision Making workshop was held at the National Science
Foundation Headquarters, Arlington, Virginia, April 29-30, 2001. The purpose of this workshop
was. @) to develop recommendations for research topics in extreme event decision making that
are suitable for funding by the Program on Decision Risk and Management Science (DRMS),
and b) to develop aresearch strategy for extreme events decision research. This meeting
followed a workshop held in Boulder in June 2000 that identified decision making as an activity
that is central to coping with extreme events. The report of that workshop (Sarewitz and Pielke,
2000) is cited here as XE2000.

Recent developments dramatically improve the potential for multidisciplinary efforts to
produce useful integrated assessments of and interventions in extreme events (XE). But such
efforts are of little practical value unless they are incorporated into the many decisions that affect
extreme event preparation, response, and recovery. Further, the characteristics of extreme
events, such as rarity, uncertainty, and severe consequences, present challenges to effective
information use and decision making.

The discussion was spirited and wide-ranging. This report summarizes the key issues
discussed. Many of these arose from the brief statements provided by many participants prior to
the workshop (see Appendix D), and others were raised at the workshop.

The workshop discussion was focused on two preliminary, lists which areincluded in
AppendicesB and C. Oneisalist of what we know now about judgment and decision making
that can be applied to extreme events. The second is alist of research needs in extreme event
decision making needs that can be addressed by projects funded through DRMS, either by itself
or jointly with other programs. In the body of the report, we provide a summary based on these
lists. Thelists are preliminary and are offered here for discussion. They represent the thinking
of workshop participants, but not always a consensus.

2. Outline of major issues

The following brief outline provides a guide to the major issues discussed.

1. All XE are not the same. Different types of XE pose different challengesto decision
making.
a. Rapid vs. creeping (earthquake vs. global warming)
b. Geographic scale

2. The challenges and consequences of XE are the joint product of an event, the
community that is affected by the event, and the organizations involved in preparation
and response.
a. Events—Magjor changesin the natural (earthquake) or built (e.g., power failure)

environment

b. Vulnerability/resiliency — ability of the affected community to cope with the event



c. Regulations and institutions are often ill-suited to coping with XE.
3. Different decisions are required before, during, and after the event.
a. Before— planning, preparation, training, moving toward resiliency
b. During — rapid response, communication
c. After —recovery, and return to “before” activities
4. Inorder to understand the problems that a decision makers face, it is necessary to
understand their role.
a. government, national, regional, organizational, local, individua
b. policy making, command and control, the citizen level
5. XE are characterized by rarity or uniqueness, uncertainty, high consequences, stress,
and multiple decison makers. These have important implications for decision
making behavior.
a. Since there are few opportunities for learning, citizens and policy makers will
lack relevant experience so opportunities for learning must be created
I Training
ii. Models
iii. Simulations
b. Sincethe nature, onset, severity, and duration of XE are difficult to predict,
planning and preparation are essential, but flexibility must be incorporated into
plans.
I Natural incentives for planning and preparation are missing.
ii. Difficulties with decision making under uncertainty may lead to lack of
preparation or inappropriate response.
Stress and emotion will influence decision making.
Communication will be difficult, particularly with regard to risk.
e. Decision aids should be in place before the event, and have a critica role to play
in improving decision making.
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3. Background

a. Definition of extreme event

We adopt the following definition, quoted from the “NSF Description of Extreme Events
Research. ™

Extreme events
Are nonlinear responses that limit or upset the ‘balance’ or normal operation
of asystem.
Arerare, severe, and rapidly occurring (but the time constant for the process
varies for extreme eventsinitiating in different systems: for earthquakes —
seconds to minutes; for storms — days to weeks; for stratospheric ozone
depletion — years to decades).
Can originate in the socid, built and natural environments.
Are mgjor drivers of change in anthropogenic, biologic, ecologica and earth
systems.

! This description is a short white paper written by Drs. Priscilla Nelson, Ann Bostrom and Rachelle Hollander at
NSF in 1999-2000.



Create effects that cross subsystems and domains and can result in
catastrophic losses.

Do not always constitute hazards to people (e.g., afirein anationa park), but
have the potential to do so on alarge scale.

Rising numbers of extreme events have captured the attention of
international agencies and developed countries worldwide. The built environment
is being extended into increasingly fragile natural environments. Constructed
facilities are aging, and the level of service and reliability of performance are
decreasing. Asasociety we are developing dependencies on new kinds of
infrastructure, which are also fragile and may age even more rapidly than sewers
and roads. Our infrastructure (including human services, financial, information)
is both increasingly vulnerable and increasingly critical to our society. Socidl,
economic and environmental disparities are growing between groups (both within
the U.S. and between developed and developing countries), with some groups
becoming ever more vulnerable to extreme events. Growing populations,
economic development, and aging infrastructures contribute to society’s
susceptibility to extreme events.

Examples of actual or possible extreme events, according to this definition, include
Chernobyl, hurricane Andrew, mgjor earthquakes, zebra mussel invasion, global climate change,
extreme stock market fluctuations, destructive and widespread computer viruses, major failure of
the internet due to terrorism or system failure, maor energy or food shortages, regional armed
conflicts, infectious disease epidemics, and collapse of local and regional ecosystems.

The obvious variety of the eventsincluded in thislist givesrise to acritical question: |Is
the concept of “extreme event” a useful tool for defining and structuring research and for
organizing a research funding initiative? Isit really useful to group such diverse events as
earthquakes, climate change, and internet terrorism into a single class?

The extreme event concept is useful if these events share properties that create similar
problems and solutions. Recognizing the similarities among these events will facilitate
comparisons and generalizations. We now turn to the important properties of extreme events,
with particular emphasis on those properties that are relevant to decision making.

b. Properties of extreme events

Table 1 summarizes the important properties of XE that are particularly relevant for
decision making. An additional feature that distinguishes among XE istheir temporal extension,
which from a human perspective may either entail rapid onset or creegping change. The
implications for decision making may differ markedly for XE with rapid onset (acute) from those
that bring creeping change (chronic).



Table 1. Summary of Properties of Extreme Events

Properties

Implications for decision making

Rare

Little opportunity for learning. Relevant experience may be
lacking. May or may not be afactor in evolutionary psychology.
Rare events may control system evolution (XE2000)

High consequence

Attention will be focused on event. Decisions matter.

High uncertainty

Generdly, extreme events are difficult to predict. They often
occur with insufficient warning. Some extreme events may be
predicted months or years in advance (meteor strike, Y 2K) but
that may till not provide sufficient time, or motivation for
action.

Time pressure Limited time for analysis. Stress producing, particularly when
coupled with high consequences.

Disruptive Normal activities may cease. Loss of constancy (Hammond,
1999). Stress producing.

Pose comple, ill- Thislack of structure may encourage intuitive mode of

structured problems
(XE2000)

responding when analytic mode is more appropriate.

Potential to create
long-term change
(XE2000)

In the aftermath of an extreme event, decision makers may face a
new environment. Again, loss of constancy and stress are likely.

Affect large numbers
of people and/or large
ecosystems

Group decision, leadership, government action, trust, and
cooperation/communication among stakeholders are important
for implementation of effective decisions.

Under-represented
and disenfranchised
groups tend to be
disproportionately
vulnerable.

Equity should be explicitly considered in decision making.

c. Why do extreme events demand our attention now?

Three trends suggest that now is the time to address XE: increased vulnerability to XE,
the increased threat of XE, and an increasing technical capacity to address XE. Coupled with
these trendsis arise in public awareness and demand for mitigation.

As the complexity and interdependence of society increases, so does its vulnerability to
extreme events. Factors such as high population densities, globalization, and increased reliance



on interconnected systems (communication, transportation, and other infrastructure systems)
increase the potentia for events with disastrous consequences.

At the same time, there is an increased threat of extreme events. Although workshop
participants did not agree that the number of extreme eventsisincreasing, there are clearly
alarming trends such as the rise of terrorism, incidence of new diseases, rapid growth in number
of computer viruses, environmental degradation, and the potential for new types of extreme
events arising from system complexities and interconnectedness.

Fortunately the technical capacity to address XE isaso increasing. Our knowledge and
understanding of the processes that lead to XE, of appropriate mitigation strategies and
responses, is steadily increasing. Thetools for predicting XE (knowledge, databases, and
models), while still inadequate in many cases (see, Sarewitz, Pielke, and Byerly, 2000) are
improving. Our capacity to respond to extreme eventsis increasing.

4. What do we know?

A major focus of discussion was the question “What do we know now about judgment
and decision making that can be applied to XE?” Thelist of items discussed appears in
Appendix A. Below isasummary based on that list. There are virtually no universal findings or
“laws’ in thislist. Findings are Situation dependent. Each deserves afull literature review
specifying the conditions under which it has been tested and when it has been found. Such
reviews are beyond the scope of this report.

Some of what we know and don’t know about judgment and decision making reflects the
typical emphasis of judgment and decision research on low consequence rather than high
consequences decisions and on individual decision makers rather than groups and organizations.
As aresult, we know more about low consequence, single decision maker behavior than we do
about high consequence decisions in groups or organizations.

With regard to the use of probabilities in decision making under uncertainty, we know
that people generally don't do a good job of processing information on probabilities, especially
low probabilities, and that people don’t attend to probabilities unless they are specifically cued to
do so. We aso know that the framing of a problem has a big influence on the final outcome of a
decision.

We know something about how people combine information In some situations, people
use very few pieces of information, although thisis clearly not a universal finding. People seem
to combine pieces of information asif they were using an additive model, even when they
shouldn't be. For example, people may use an additive model rather than a multiplicative model
to incorporate probability terms into their judgments. But it isimportant to remember that
information use is highly influenced by context.

We know alot about rules and biases in simple, static, low-emotional decision tasks.
From research on emotion, stress, and time pressure, we are beginning to know something about
the role of emotionsin decision making, but we the role of emotion in distributed decision
making, in dynamic, high consequence situations is not well understood.

Studies of the use of decision aids have shown that people are reluctant to use them. For
laypersons, perhaps because they don’t understand or relate to models. But this explanation does
not apply to experts. They understand the problem.



From research on risk communication we know that predictions about how effectively
something will work in communication are often wrong. So pretesting is essential. Experts may
think they know what should be communicated, but they are often wrong.

Obstacles to and resources for risk-reducing actions, along with the degree of threat
posed by arisk, influence not only whether people will listen to risk communication but whether
they will act on what is communicated. Research on whether people believe they can control
events and research on timing of what is communicated suggests that, if people have a sense of
efficacy, then they will listen to risk communication messages and take action. It isaso clear
that the credibility of the messenger makes difference.

We know about a number of barriers to the effectiveness of risk communication. We
know it isvery hard to change routine behavior and habits. It is possible that long-range events
are of low salience and that this affects effectiveness of risk communication. Information
overload is a problem for experts as well as laypeople. Sometimes people don’t know where to
find good information. Reception of risk communication varies according to socia location,
previous experience, or predisposition. Condescension and dissembling will likely generate
distrust. Confirmation bias may affect risk communication if people are more likely to accept
information they already believeistrue.

5. What do we need to know?

This list of potential research topics suggested at the workshop appears in Appendix B.
Below isasummary of the major items discussed.

a. Organizational studies

A number of research topics relating to organizations were discussed. These topics were
grouped into categories of resiliency, risk management, communication, and learning.

Organizational and societal resiliency is essentia for coping with XE. The negative
impacts of XE can be reduced if organizations at al levels can absorb such events and continue
to function. Specific research questions included the role of technology in promoting or
impeding resiliency, the tradeoffs between and other socia objectives such as efficiency, and
ways to promote investments in resiliency be promoted, even when it may be in no one's private
benefit to do so.

Topics in managing risks and XE included studies of how an why organizations create
XE and whether some them tend to create XE repeatedly. The use of market mechanismsto
manage X E should be studied. When does orientation to profit (for-profit, not-for-profit) matter
for anticipating and responding to extreme events?

Alternative management strategies and their role in producing and deal with spill-over
effects deserves study. What are the advantages and disadvantages of strategic risk management
vs operational risk management applied before XE or during an XE?

Organizationa communication is an important area of study. What variables influence
what and how organizations communicate with regard to XE? What are the effects on
communication about XE of conflicts of interest and vision among organizations, different ways
of coordinating communication between organizations, and flows of information within
organizations about XE?



Further studies are needed on how organizations involved in XE communicate with each
other. How and when and how does information go up the chain of command? Communication
isinhibited if organizations are not willing to disclose critical information. What determines
what they will disclose?

Organizationa learning is critical for successin XE decision making. Studies of
organizational design for learning from XE are needed. Furthermore, we need to study how
organizations can better remember and continue to act on lessons learned.

Some organizations are good at planning for extreme events. How de we transfer that
learning to other organizations? We also need to study how organizations learn about local
values, culture, and socid structure so that they can function effectively and appropriately in
various contexts.

b. Risk communication

Naturaly, studiesin risk communication are important and were discussed extensively at
the workshop. Thereis aneed to develop improved methods for identifying, characterizing,
analyzing and communicating uncertainty (given cognitive, modeling, and analytical capabilities
and limitations). Thereis an extensive literature on risk communication, but we need to identify
how it can be best used to help, and what critical gaps need to be addressed.

Effective risk communication requires learning more about how people think about risk.
Do people believe that risks are not redl if the government has not intervened? We need to learn
more about how people think about causes and consequences. We need to know how risk
communication is received by different stakeholders. What do different stakeholders believe
about their own vulnerability? Under what conditions do stakeholders come to believe that risk
is controllable? What kinds of communications influence attributions of responsibility among
stakeholders? What importance do people give to various (objective and subjective) dimensions
of risk (beyond what we know from psychometric studies to date)?

The problem of false alarms cut across the discussion of risk communication and the
discussion of tradeoffs (see below). What are the implications of false alarms? Can framing
influence the impact of false darms? When do people accept false alarms as an important part of
training? Early detection of extreme events can sometimes be achieved by weak intelligence
information that is somewhat unreliable. The cost of false alarms based on this information may
be high, but the loss for missing a chance to prevent an XE event is by definition catastrophic.
How can we combine these probabilities and costs to determine the criterion for setting off
alarms to extreme events?

c. Tradeoffs

XE decision making requires difficult tradeoffs. Preparing for XE often involves costsin
the near term that are weighed against uncertain benefits in the future. Such costs may be more
or less tangible, such asrestrictions on civil liberties. We need to develop decision models that
incorporate and trade costs off against other attributes.

There was discussion of research on the “precautionary principle’” as away of addressing
tradeoffs. The precautionary principle suggests that we should be willing to take protective
action to protect the environment or human health even when alot about the risk is still
unknown, and that scientific uncertainty should not be used as arationale for postponing action.
Is this a sensible way to think about XE problems? What influences whether people think in this



way or not? How does it stack up with alternative approaches? The precautionary principle
could be evaluated in terms of the accuracy-effort tradeoff. \When does the precautionary
principle lead to the same or different outcomes? The benefit-cost implications of the
precautionary principle deserve further analysis.

d. Planning

In the discussion of planning for XE, a common theme emerged: The need for
adaptivity, flexibility and deviation from plans. Plans should be designed to be adaptable.
Sometimes it isimportant to adhere strictly to plans, but other timesit isimportant to be flexible.
When should strategic plans build in flexibility? When will the flexibility lead to worse
outcomes? Do people who are more experienced deviate more from strategic plans? Can we
predict the occasions when people deviate from strategic plans?

Effective communication links between planners and actors are critical. How do we get
feedback back to the planning process? What kind of communication is necessary at the start of
the process to reduce the discrepancy between plans and actions. We need to study why
different decision strategies can be adaptive, within the specific decision ecology

Other planning research needs include studies of cultural responses to emergency
planning, studies of how attribution of responsibility affect planning, and studies on how one
decides when it is appropriate to break the chain of command.

e. Learning

Research is needed on ways to learn how to make better decisions before, during, and
after XE. One method that deserves more study is simulation. Can smulations be used at the
policy making level? Can simulations be used to learn about the effectiveness of different
strategies for coping with XE?

More research on training is also needed. What are the most effective training methods?
What is the best role for ssimulation in training? Can training exercises be used to study response
to XE. For example, could observations and videos of training exercises be used to study the
validity of verbal reports following an actual event?

Data and models also have an important role to play in learning. Support for quick
response teams and more critical assessment of data and modeling needs would improve our
ability to cope with XE.

Feedback is necessary for learning. What kinds of feedback help people learn best?
When does the environment provide feedback for learning? How can the environment be
structured for learning?

f. Decision making behavior

Decision making behavior was divided into three phases: before the event, during the
event, and after the event.

Important research topics related to decision making before the event include studies of
the determinants of taking or not taking prevention or mitigation measures, what makes people
more likely to be proactive in terms of protection vs. resignation, and how we develop early
warning systems for XE.



Research on decision making during the event should include determining the advantages
and disadvantages of using a diversity of approaches and responses to the problem, and studies
of how people decide to act or wait and collect more information. How do people make a
tradeoff between being too impulsive versus overly cautious?

A number of decision making studies apply to all phases of XE. For example, framing
studies should address how categorization of the event affects the perception of controllability.
Sengitivity analyses of the effects of frames outcomes are needed. Can people be trained to
recognize when framing will affect outcomes and to recognize that different frames will lead
predictably to different outcomes/analyses?

There was some discussion and dissention about the role of linear models in decision
making, and the implications for XE. An hypothesisis that people typically use linear models to
think about the world (when there are multiple, fallible indicators). If they need to use non-linear
models, they need to be educated. The dissenting view is that thereis agreat body of research in
categorization literature showing that people are quite capable of learning non-linear
categorization schemes (e.g., the XOR problem). Utility theories of decision making also
currently emphasize non-linear utility models such as the rank dependent model.

Additiona research topics included how people understand the socia and organizational
factors that influence decisions and behaviors and how different stakeholder goals influence
behavior before, during, and after XE.

Understanding the effects of emotion, stress, and time pressure on decision making is
obvioudly critical for XE decision-making studies. We need to better understand the
rel ationships between notions of rational and emotional decision making. How isinformation
about risk processed under conditions of stress? Do more emotional people experience greater
dynamic inconsistency?

Two specific hypotheses were proposed for testing. Oneis that decision makers who rely
on linear models won’'t be much affected by time pressure, because such decision making is
rapid, but more analytic methods are slowed substantially by time pressure. Another related
hypothesisis that the effectiveness of bootstrapping may increase under time pressure.

Another important research areais on aids for improving XE decision making.
Representative topics would include @) the evaluation of decision analytic techniques versus
alternative methods in the domain of low-probability/high-consequence events and b) examining
when decision aids can be helpful, and when they will make no difference.

6. Conclusion

The workshop identified awide variety of research topics related to extreme event
decision making. These topics are presented here in a general outline. Most need further
development and a more specific focus before they can be evauated and prioritized for funding.
We offer thisreport as afirst step in identifying important and potentially useful topicsin
extreme event decision making research. The next step, and the final research topic we propose
is ameta-research project aimed at explicating, evaluating, and prioritizing topics in XEDM,
beginning with the topics described here. An informative comparison might be made between
the results of such an analysis and prioritization with the budget ramifications of 9-11 and the
anthrax attacks later that fall in the U.S.
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Appendix A: What do we know?

Following isalist of items discussed by the various breakout groups at the workshop in

response to the question “What do we know now about judgment and decision making that can
be applied to XE?”’

1.
2.
3.

~

We know more about low consequence than high consequence decisions.
We know more about single decision maker or group than about organizations.

People don't do a good job on processing information on probabilities, especially
low probabilities.

a. Decision making under ignorance -- people don't attend to probabilities
very much unless they are cued to do so.

b. We know that there are framing problems. Framing of problem has big
influence on final outcome of analysis/decision.

We know that people use very few pieces of information (There was some
dissension on this at the workshop.)

People seem to combine pieces of information as if they were using an additive
model (even when they shouldn't be -- e.g., they use additive model to
incorporate probability terms into their judgments, not multiplicative ones).

a. How people use information is highly influenced by context; they often
behave as if they are using additive models.

Emotion and stress and time pressure

a. We know a lot about simple rules and biases in simple, static, low-
emotional decision tasks. We are beginning to know something about the
role of emotions in decision making — but we don’t know the role of
emotions or communications in distributed decision making, in dynamic,
high consequence situations, that are much more extreme, and where
communications between different levels of society are much more
important.

Decision aids

a. People are reluctant to use decision aids when they have them. Why?
For laypersons, perhaps because they can't understand or relate to
models. For experts, that's not true -- they understand the problem.

Risk communication

a. There are few empirical studies of risk comparisons. So, one thing we
know is that when the experts says we know certain things about risk
comparisons they aren’t speaking from a position of strength.

11



. We know that predictions about how effectively something will work in
communication are often not right. So pretesting is essential. If you want
to communicate something about some risk or possible XE you have to
have people read it, do the pretest; you can’'t make assumptions about the
process. We know that we don’t know.

We know that experts think they know what should be communicated, but
there’s a great deal of overconfidence there.

. There is some research on whether people think they can control events
or outcomes. There is also research on timing of what is communicated. If
people have a sense of efficacy then they’ll listen to risk communication
messages and take action.

Credibility of the messenger makes difference.
Very hard to change routine behavior; habits, e.g., health, exercise, diet.

Possible that long events are of low salience and this affects effectiveness
of risk communication.

Information overload is real. More is not necessarily better. This is true for
experts as well as so-called non-experts.

People in some cases don’t know where to go for good information.

Reception of risk communication might vary according to social location,
previous experience, or predisposition.

There is very little research on communication to and between elites and a
lot more on one way, top down communication.

We are reasonably certain that condescension and dissembling will likely
generate distrust.

. People are more likely to believe information they already believe is true--
confirmation bias.

. We know more about health, safety, financial risks than about
environmental risks

12



Appendix B: What do we need to know?

This list describes potential research topics suggested at the workshop.

1. Resiliency

a.
b.

How can technologies promote or impede resiliency?

What are the tradeoffs between resiliency and other social objectives such as
efficiency?

How can investments in resiliency be promoted when it is in no one’s private
benefit?

2. Organizations

a.

b.

Managing XE/risk management

I. How and why do organizations create XE? Do some of them create
XE over and over again?

il. How do we use market mechanisms (e.g., 3" parties) to manage XE?

iii. When does orientation to profit (for-profit, not-for-profit) matter for
anticipating and responding to extreme events? They differ on definition
and response to XE, incentive structures, cultures, missions.

V. How do alternative management strategies produce and deal with spill-
over effects?

V. How to get people to think beyond blaming individuals and to
understand the role of the system?

(1) How do people think about causes and consequences?

Vi. Strategic Risk Management vs Operational Risk Management. Pre XE
vs Ongoing XE.

Communication

I. What variables influence what and how organizations communicate
with regard to XE?

(1) How do conflicts of interest and vision among organi zations affect
communication before, during, and after?

(2) How do different ways of coordinating communication between organizations
influence organizational behavior before, during and after XE?

(3) How does the phase of event in the life cycle affect willingness to assess and
communicate efficacy? Some organizations might be more willing to assess
or be open about possible deficiencies than others.

il. How do organizations involved in XE communicate with each other?
How do they share information before, during, and after?

13



iii. What are the flows of information within organizations about XE and
potential XE?

V. When and how does information go up the chain of command?

V. Under what conditions can people in different positions admit to
limitations, assess their own efficacy, or communicate same? What
information are organizations willing to disclose in pre-event planning?
What determines what they’ll disclose or feel they can disclose?

Vi. How do stakeholder groups define successful communication before,
during and after the XE?

c. Learning

I. How can organizations be designed to learn from events or near-
misses?

il. How do we remember and continue to act on the things we have
already “learned”?

iii. How do organizations learn about extreme events? Two perspectives
have emerged from theory

(1) Organizations can learn to avoid extreme events
(2) The nature of the system is to create extreme events. Humans cannot override

(3) Some organizations are good at planning for extreme events. How de we
learn from those that plan, like the Red Cross?

V. How do organizations learn about local values, culture social
structure? Can you develop a system for such learning? How does an
organization become a learning organization?

3. Risk communication

a. What can the full spectrum of the existing risk communication literature do to
help? What are the gaps? How do new technologies (e.g. IT; remote
sensing) help/inhibit?

b. Development of improved methods for identifying, characterizing, analyzing &
communicating uncertainty (given cognitive, model, analytical capabilities and
limitations)

c. False Alarms. There is some marketing research on what you do when
something horrible goes wrong. If you make a false alarm, what are the
implications? How do you recover? How does the framing influence the
message? False alarms fit neatly into the work on tradeoffs. If there is a good
will, people will want to do what makes sense. When do people accept false
alarms as an important part of training?

d. Public education. Do people believe that risks are not real if the government
has not intervened? (Research on trust might be relevant, although
government is not a homogeneous entity.)
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e. How is risk communication received by different stakeholders in different
phases of XE?

I. How do different stakeholders perceive their own vulnerability? How
do they construct what they consider a worst case?

il. How do stakeholders come to think that an uncertainty or risk is
controllable? What do they mean by control?

f.  What kinds of communications influence attributions of responsibility among
stakeholders?

g. What weights do people give to various dimensions of risk (objective -- e.g.,
mortality, morbidity -- and subjective)? What attributes do people consider
important? (We know even less about how people think about risks to the
environment or ecology, vs. risks of mortality or morbidity)

4. Tradeoffs
a. Develop decision models that incorporate and trade costs off against other

attributes.

b. False alarms. Early detection of extreme events can sometimes be achieved
by weak intelligence information that is somewhat unreliable. The cost of false
alarms to this information is high in the long run, but the loss for missing a
chance to prevent an XE event is catastrophic. These probabilities and costs
need to be combined to determine the criterion for setting off alarms to
extreme events. How should we set the criterion?

c. Research on the precautionary principle:
I. Observations
(1) Likely to be influential when discussing very rare events.
(2) Trade-offs that people make are not consistent across all substantive domains.

il. Is this a sensible way to think about problem? What influences
whether people think about the problem in this way or not? How does it
stack up with alternative approaches?

iii. Is the precautionary principle anything more than an application of the
mini-max principle?

V. Would be very helpful to evaluate the precautionary principle in terms
of accuracy-effort tradeoff. When does precautionary principle lead to the
same or different outcomes? How much difference does it make?

V. Does precautionary principle simply imply a very high cost assigned to
False Negatives? Answer: Yes, it seems to. For example, in Sweden,
many fewer new chemicals.

Vi. There is a need for historical and analytical studies.
Vii. Analyze the benefit-cost implications of the precautionary principle.
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5. Planning

a.

Common theme: Adaptivity, flexibility and deviation from plans. Sometimes it
is important to adhere strictly to plans. Other times it is important to be
flexible and plans should be designed to be adaptable.

I. When should strategic plans build in flexibility? When will the flexibility
lead to worse outcomes? How can the normative framework be built
around adaptability?

il. Do people who are more experienced deviate more from strateqgic
plans? Are they better?

iii. Can we predict the occasions when people deviate from strategic
plans? What kinds of feedback help people learn best? When does the
environment provide feedback for learning? How can the environment be
structured for learning?

V. Communication links between planners and actors. Get feedback back
to the planning process. What kind of communication is necessary at the
start of the process to reduce the discrepancy between plans and actions

V. Need to study why different decision strategies can be adaptive, within
the specific decision ecology

How do we get factors like 'group-think’ incorporated in strategic plans?

What do you need to know to write guidelines for XE plans in the first place?
Can one piggyback on existing research?

Study cultural responses to emergency planning. To what extent are the
strategic plans for emergencies cultural-based or individual-based? People
often use the heuristic of doing what your neighbor does.

How does attribution of responsibility affect planning?

How does one decide when it is appropriate to break the chain of command.
How does one decide to change or ignore a command from higher levels of
the organization on the basis of local information on the scene?

6. Learning

a.

b.

Simulation
I. How can simulations be used at the level of policy?

il. How can simulations be used to determine the effectiveness of
different strategies for dealing with extreme events. How can simulations
be used to estimate the consequences of extreme events or the dynamics
of extreme events.

Training

I. Training: Make videos of training scenarios. Collect after-action reports
in the military. Code the emotions
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il. What is the role of simulation in training? What is the best feedback
from simulation? How can you better train people?

c. Data and models
I. Quick Response Teams are one way of gathering data.
il. Promotion of more critical assessment of needed data, models, and
analytical approaches, etc.
7. Decision making behavior

a. Before

I. What are the determinants of taking or not taking prevention or
mitigation measures?

il. What makes people more likely to be proactive in terms of protection
VS. resignation?

iii. How do we develop early warning systems or signal detection or alarm
systems for warning about extreme events. How do we set the criteria for
deciding to set off an alarm? How do we collect and integrate information
that goes into such an alarm. How do we form and analyze networks that
collect information for early warning systems. How do we do data mining
of vast resources of information for early warning systems?

b. During

I. Is there an advantage to a diversity of approaches and responses to
the problem? Are there disadvantages to co-ordinate and standardization
of actions? Could this reduce robustness or resiliency?

il. How does one decide to act or wait and collect more information. How
does one make a tradeoff between being too impulsive versus overly
cautious?

After
d. All phases

I. Framing: how does categorization of the event affect the perception of
controllability?

il. Conduct sensitivity analyses of the effects of frames on analysis and
outcomes?

iii. Can people be trained to recognize when framing will affect outcomes
and to recognize that different frames will lead predictably to different
outcomes/analyses?

V. What are conceptions of locus of responsibility along different phases
of event?

V. How does XE context influence framing of goals and construction of
motive?
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Vi. Hypothesis: People typically use linear models to think about the world
(when there are multiple, fallible indicators). If they need to use non-linear
models, they need to be educated. Dissenting view: There is a great
body of research in categorization literature showing people are very
capable of learning non-linear categorization schemes (e.g., the XOR
problem). Utility theories of decision making also currently emphasize non
linear utility models such as the rank dependent model. It is not wise to
make such a general conclusion about linear models based on a narrow
segment of research in cognition.

Vil. Research question: What do people attend to in a linear model?

viii.  How do people understand the social and organizational factors that
influence decisions and behaviors?

IX. How do different stakeholder goals influence behavior before, during,
and after the XE?

Emotion, stress, and time pressure
I. Rational vs. emotional decision making

il. Hammond’s judgment under stress. Under what conditions do people
respond in what ways to stimuli? How is information about risk processed
under conditions of stress.

iii. Do emotional people experience greater dynamic inconsistency? Two
cells in a design--people Prepare the Plan vs. Don't Prepare the Plan.
Dependent variable is whether people use the plans they previously
made? (Research on broken leg cues)

V. Hypothesis: Linear model DM isn't much affected by time pressure (it's
done fast) but more analytic methods are slowed substantially by time
pressure.

V. Hypothesis: Effectiveness of bootstrapping may increase under time
pressure.

Decision aids

I. How would we evaluate decision analytic techniques versus
alternatives in the domain of low-probability/high-consequence events?

il. Where can decision aids be a helpful or useful component, and where
will they make no difference?
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ATTACHMENT: NSF DESCRIPTION OF EXTREME EVENTS RESEARCH

Extreme events

Are nonlinear responses that limit or upset the ‘balance’ or normal operation of a system.
Arerare, severe, and rapidly occurring (but the time constant for the process varies for
extreme eventsinitiating in different systems: for earthquakes — seconds to minutes; for
storms — days to weeks; for stratospheric ozone depletion — years to decades).

Can originate in the social, built and natural environments.

Are mgjor drivers of change in anthropogenic, biologic, ecological and earth systems.
Create effects that cross subsystems and domains and can result in catastrophic losses.
Do not always constitute hazards to people (e.g., afirein a national park), but have the
potential to do so on alarge scale.

Rising numbers of extreme events have captured the attention of international agencies
and developed countries worldwide. The built environment is being extended into increasingly
fragile natural environments. Constructed facilities are aging, and the level of service and
reliability of performance are decreasing. As a society we are devel oping dependencies on new
kinds of infrastructure, which are also fragile and may age even more rapidly than sewers and
roads. Our infrastructure (including human services, financia, information) is both increasingly
vulnerable and increasingly critical to our society. Socia, economic and environmental
disparities are growing between groups (both within the U.S. and between devel oped and
developing countries), with some groups becoming ever more vulnerable to extreme events.
Growing populations, economic development, and aging infrastructures contribute to society’s
susceptibility to extreme events.

Why should NSF coor dinate extreme events resear ch?
Is there areason to consider "extreme events' as a focus area for research, to include all
directorates in interdisciplinary, multi-investigator research?

Much of the past and present research in which NSF and other funding organizations
have invested has a strong disciplinary focus and has produced necessarily simplified system
models. Thisis understandable, and often desirable, because of the tremendous complexity in
natural, constructed and human systems.

Recent devel opments have created an opportunity to go beyond disciplinary research and
highly smplified models. These include: 1) better understanding of human contributions to
extreme events, 2) higher performance computational capabilities (distributed computing,
supercomputers, management of large data bases, visualization), 3) new technologies for
monitoring and sensing (information acquisition, diversity of information, wireless and
distributed sensors, satellite-based data platforms), 4) widespread interest in predictions and
infrastructure investments, and 5) publics and decision makers who are more willing to consider
risk-based decision making. Along with these devel opments comes a dramatically improved
potential for multidisciplinary efforts to produce useful integrated assessments of and
interventions in extreme events.
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The opportunity exists now to create increasingly powerful predictive and integrated
models of natural, constructed and human systems. Integrated system models that address the
biological, physical, social and economic contributions and effects of extreme events need to be
developed and validated. Sensing systems need to be devel oped with the diversity of sensors
necessary to do this. Validated models can be used to develop an understanding of system
robustness and flexibility, to develop feedback strategies and real-time response planning, and to
develop improvements in sensor deployments for efficiency and sensitivity. Such models can
also help clarify how system responses to extreme events depend on the diversity and variability
in the system(s) affected. Research on mora hazards of extreme events and on collective and
distributed responsibility for extreme eventsis needed as well. “Most environmental issues are
interdisciplinary, and their drivers, indicators and effects propagate across extended spatial and
temporal scales. Increased resources are needed for interdisciplinary, long-term, large-scale,
problem-based research and monitoring efforts. In addition, special mechanisms may be required
to facilitate successful interdisciplinary programs (from NSB report 99-133).

What would be the outcomes of such an effort?
Better understanding of
% complex systems
% reversiblevs. irreversible processes or system responses
Better prediction of
%+ event occurrence
% event impacts/damage/l osses
Improved possibilities for
% avoidance
% prevention
% mitigation
Better decision making about
% long term impacts and
s effects of investmentsin all domains (including equity issues)
% priorities for research and spending

L)

*0

>

Interdisciplinary topicsin extreme events (agencies potentially involved):

(1) Natural disaster reduction (DoC — NIST and NOAA, DHHS - CDC and NIH, DOD, DOI
- Forest Service and USGS, DOT, EPA, FEMA, NASA, NSF)

The recent NSB Task Force on the Environment Interim Report, Environmental Science
and Engineering for the 21% Century, recommends (#12) that NSF seek partnershipsto
encourage an expanded national portfolio of environmental R&D. |t suggests that the NSTC,
with PCAST advice, identify research gaps and set priorities for this expansion.

The area of natural disaster reduction provides a good conceptual frame with which to
foster this goal, and the Subcommittee on Natural Disaster Reduction (SNDR) of the NSTC is
interested in developing a case for an area of special emphasis about thisin the FY 2002 budget.
It believesthat it is useful to approach the issue as one fertile for interdisciplinary as well as
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disciplinary research directed at improving our understanding of the relationships between
natural disaster losses and social, built, and natural environments.

Hurricanes, earthquakes, floods, droughts, fires, avalanches and other natural disasters
can be mitigated through individual preventive actions, organizational redesign, and policy
changes, as well as technological innovations. Prevention, intervention and adaptation are all
potentially appropriate approaches to risk reduction from natural disasters, each of which may
involve the social, built, or natural environments.

(2) Technological failures (DoC, DHHS, DOD, DOE, DOI, DOT, FEMA, NASA, NSF)

Extreme technological failures range from industrial accidents (e.g., Bhopal);
catastrophic failures of transportation, power, or drinking water systems (e.g., Chernobyl,
Minneapolis cryptosporidiosis outbreak) and computer viruses (Melissa). Such failures are
readily attributed to human error or malice.

Technological failures can be a product of unanticipated or malicious interactions
between humans and the technology, or of inherent design defects in the technology itself, or the
medium or material in which it is deployed. Even defined narrowly, technological failures have
an enormous damage potential. Defined more broadly as short-sited or poor design,
technological failures have the potential to affect social structure, impinge on freedom, and
incrementally shift fundamenta social values as well.

(3) System resilience: sustainable environments (DoC — NIST and NOAA, DOD, DOI -
Forest Service and USGS, DOT, EPA, FEMA, NASA, NSF)

Understanding and planning effectively for extreme events and their aftermaths can
increase a system’ s robustness and resilience. Local “ sustainability means that alocale can
tolerate — and overcome — damage, diminished productivity and reduced quality of life from an
extreme event without significant outside assistance” (Mileti, 1999). This genera notion can be
extrapolated to social and technological systems. Through robust design, prevention or
adaptation, systems can in theory be designed to neither produce extreme events nor be
irreversibly damaged by their effects. Assessments of irreversibility can provide not only abasis
for determining research and spending priorities, but may enable us to target prevention efforts.

Research to date has shown that how environmental science information is used depends
on characteristics of the information, its production and distribution mechanisms, its producers
credibility, and its recipients background and incentives. Our scientific understanding is still far
short of allowing usto predict when environmental science will be noticed at all, interpreted as
intended, or treated with confidence. One consequence of thisis that we cannot anticipate the
response of human systems to environmental changes or extreme events. Nor can we less
address the environmental-management challenge of ensuring wise use of the potentially useful
forecasts that science and engineering are increasingly able to produce (e.g., of seasonal-to-
interannual climate variations, contaminant pulses, disease outbreaks, fish stocks, ecological
effects of land use changes). [Baruch Fischhoff]
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At the internationa level, the IPCC has identified human vulnerability as a key factor in
defining future impacts of climate change and sea-level rise. It is also true of other types of
global change, such as scarcity of clean water and deforestation. The U.S. has an ongoing
national assessment of potentia future vulnerability to and impacts of climate change. The
environmental justice movement is essentially about differential exposure and sensitivity to
environmental threats. The gapsin the socia science knowledge necessary to support these
assessments are quite limiting: we lack an adequate theory of vulnerability. While we have a
very eclectic body of fragmented information about vulnerability in different arenas, it is
scattered and has not been brought into systematic organization and testing. Thereis great
interest in hot spots, critical areas, and endangered places and regions, but there are no agreed-

upon indicators and measures. Comparative research has been rare. In short, amajor initiative in

the socia sciences should address some of our most fundamental needs in research on extreme
events, global environmental change, and national environmental policy and protection
strategies.

Research Areas

The following research areas, with afew exceptions, cut across the three topics described

above

(NSF directorates potentially involved):
Predicting extreme events (CISE, ENG, GEO, MPS, SBE)
Extreme event preparedness (CISE, EHR, ENG, SBE)
Systems design and implementation (BIO, CISE, EHR, ENG, GEO, SBE)
Organizational design (CISE, ENG, SBE)

Sensors, monitoring, data collection and management (BIO, CISE, EHR, ENG, GEO, MPS,

SBE)
Modeling impacts on the built environment (CISE, ENG, MPS, SBE)
Intergover nmental influences in extreme events (EHR, SBE)
Environmental decision making (EHR, ENG, SBE)
Ecological response to or recovery from extreme events (BIO, ENG, GEO)
Assessing human variability and vulnerability to extreme events (BIO, SBE, MPS)

Effects of extreme events on infectious diseases and transmission thereof (BIO, ENG, SBE)

Appropriate warnings and response plans (BIO, CISE, EHR, ENG, GEO, SBE)
Communicating uncertainty and risk of extreme events (CISE, EHR, MPS, SBE)
Valuing extreme events (BIO, ENG, GEO, SBE)
Fairness, social justice, and perceptions of responses to extreme events (SBE)
Safety and privacy (CISE, SBE)
Extreme events and moral hazards (SBE)
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