Synopsis: Development of digital technology allows one to manipulate images in ways that were unimaginable ten years ago. As fraudulent or tampered images can have great financial, legal, political and social impact, there is an urgent need for effective forensic tools to authenticate digital images and detect tampering operations. This course aims to give a comprehensive overview of the main problems and recent technical development in the field of digital image forensics, including camera ballistics and authentication, testing image integrity in the chain of custody, detection of image tampering operation, and scene authentication. This course will examine recent important developments in digital image forensics by reading research articles published in core conferences and journals in the field, and will consist of lectures by the instructor, student presentations and discussions, as well as team projects where students can work on any topics related to the course material.

Prerequisites: CSI 310 or equivalent (required); CSI 431/531 Data

Mining (recommended)

