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The objective of this exercise is to understand how to read the data on a disk and understand how NT Streams can be used to hide data. Follow the following steps.

In what follows, what you need to type is given in bold typewriter font.

Step 1: Download the evaluation version of the WinHex editor from http://www.winhex.com/winhex-e.zip, saving it to a temp directory.

Step 2: Create a directory c:\winhex and use zip or winzip to extract the downloaded file into that directory.

Step 3: Run WinHex.exe,  and open C:\ by clicking on “Open Disk” and then on c:\ in the directory tree. You will see a new window pop up. The top portion of this window is the directory. The bottom part of the window shows the offset, the data in hexadecimal format, and the data in ASCII format. Browse the information about the drive given on the left hand part of the winhex window.

Step 4: 1. Open a Dos box (Start -> Programs -> Accessories -> Command Prompt).  
2. Create a directory:  C:\> md mydirtysecret
3. Change directory:   C:\> cd mydirtysecret
4. Add some text to the file: 

C:\mydirtysecret> echo “Here’s my secret. Go get it!” > 











mysecret.txt
5. Get directory listing:  C:\mydirtysecret> dir
6. Note the file size for mysecret.txt

Step 5: Append a large amount of text to the file mysecret.txt as a stream as follows:



C:\mydirtysecret> dir c:\winnt > mysecret.txt:sneak

The above appends the directory listing to the file mysecret.txt as a stream named sneak.

Step 6: 1. Now get the directory listing again: C:\mydirtysecret> dir 


2.Note the file size for mysecret.txt. Has it changed after adding the directory listing?
3. List the file mysecret.txt: c:\mydirtysecret> more < mysecret.txt . Do you see the stream that you had attached to the file?

Step 7: Now browse the directory C:\mydirtysecret and all the files in it using WinHex editor. Can you find where the stream is?

The above exercise is based on the material in the outstanding book Computer Forensics: Incident Response Essentials, by Warren G. Kruse II and Jay G. Heiser (Addison-Wesley, 2002).
