State University of New York at Albany

Incident Handling (Spring 2004)

Week 1 Exercises


Exercise 1: 

Given a vulnerability, 

1. get a CVE name from the CVE database

2. for the chosen CVE, get info from the ICAT database 

3. get info for the chosen CVE from the CERT incident database and incident notes

4. analyse the above and present 

a. description of the vulnerability, its cause, impact on the confidentiality, integrity, and availability of systems

b. describe its severity (for example, some discussion of the metric in CERT database

c. describe ways of coping with the vulnerability

Exercise 2: 

Are the following incidents? If so why? If not, why not? In either case, how is knowledge of incident handling important? What is the relationship between the incident or offending act, the evidence, and the parties involved? 

· An employee puts on the company website the photo taken at a company picnic of a woman employee in a bathing suit. The woman sues the company for sexual harassment.**

· A Swiss couple arrested at a hotel in Buffalo accused of smuggling pornographic materials in to the United States from Canada. **

· Officers encounter a 17-year old Illinois girl in chat rooms.  Conversations and emails turn sexually explicit. The girl tells her mother about it, and the mother informs the authorities. **

· A California man harasses a woman, by emails, that he had met through computer dating service. **

· Jake Baker, a student at University of Michigan fantasized about torturing and killing a female classmate in a posting in the internet newsgroup alt.sex.stories. **

· The systems administrator at a company notices that the e-mail server is being overloaded. (s)he suspects a worm or virus.

· An employee gets a letter from Bill Gates, as the richest man on earth, offering a free copy of Microsoft office and asking donations be made to a charity in New York City with a PO Box address.

